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OnpeneneHus
B HacrosieM qOKyMEHTE HCIIOJIb3YIOTCS CIIEIYIOIIME TEPMUHBI U UX ONPEICICHHUS.

ABTOMATH3MPOBAHHAsl CHCTEMAa — CUCTEMa, COCTOSAIIAS U3 MEPCOHAa M KOMILJIEKCa CPEICTB
aBTOMATH3aLUK €T0 JISSTEIFHOCTH, peaan3yronas HHYOPMAIIHOHHYIO TEXHOJIIOTHIO BBITOTHEHHS
YCTaHOBJICHHBIX (DYHKIIUH.

AyTeHTI/I(l)I/IKaIII/Iﬂ oTnpaBuTe/ist AAHHBIX — IMOATBCPKACHUC TOIO, YTO OTIIPABUTCIIb
IMMOJTYYCHHBIX JaHHBIX COOTBETCTBYCT 3as4BJICHHOMY.

be3onacHOCTh MNEPCOHAJNBHBIX [JaHHBIX — COCTOSHHME 3alIMIIEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapaKTePU3yeMOE€ CIOCOOHOCTHIO  IIOJIB30BATENICH, TEXHUYECKUX CPEACTB H
WH(POPMAIIMOHHBIX TEXHOJIOTHI 00€CTIeYNTh KOH(PUACHIINATBHOCTD, IIEJIOCTHOCTh U JOCTYITHOCTh
MEPCOHANBHBIX JIAHHBIX NpPHU HX 00paboTke B HHGOPMAIMOHHBIX CHCTEMaX IIEPCOHAIbHBIX
JTAHHBIX.

Buomerpuueckne mepcoHalIbHble [aHHbIe — CBEJCHMS, KOTOpBIE XapaKTEPU3YIOT
¢du3nonoruyeckue OCOOCHHOCTH 4YEJIOBEKa M HA OCHOBE KOTOPBIX MOXHO YCTaHOBUTb €rO
JUYHOCTh M KOTOPbIE MCHONb3YIOTCS AJIMUHUCTPALUEN I YCTAHOBJIEHUS IMYHOCTU CyOBbEKTa
HEPCOHAJBHBIX JAHHBIX, MOTYT 00pabaThIBaThCs TOIBKO MPH HAIWYHM COIVIACUS B MUCbMEHHOMN
dopme cyObekTa MEepCOHATBHBIX JNAaHHBIX (BKIOYas (ororpaduu, OTmEYaTKH MajbleB, oOpa3
CeTUaTKH Iv1a3a, 0COOEHHOCTH CTPOCHHUS Tella U APYTYIo MOJ00HY0 HH(POPMALHUIO).

BJIOKHpOBaHI/le MNEPCOHAJBHBIX [TAaHHBIX — BpPCMCHHOC IIPCKPALICHUC O6pa6OTKI/I
MNEPCOHAJIBHBIX AdAaHHBIX (3a HCKIIFOUCHUECM CJIYy4acB, CCJIA 06pa60T1<a H€O6XOI[I/IMa JJIA
YTOUYHCHHA IIEPCOHATBHBIX I[aHHBIX).

Bupyc (KOMNBIOTEPHBI, NPOrPAMMHBIN) — HCIOJHAEMBbI NIPOrpaMMHBIA KO WU
UHTEPIIPETUPYEeMbIii HaOOp MHCTPYKLMH, 00dajaroliuil CBOWCTBAMM HECAHKLIMOHUPOBAHHOTO
pacnpocTpaHeHus U camoBocnpousBeneHus. CozgaHHble TyOInMKaThl KOMIBIOTEPHOTO BUpYCa HE
BCEIJla COBMNAJAIOT C OPUTMHAIOM, HO COXPAHSIOT CIOCOOHOCTh K  JIajbHEHIIeMY
PacIpOCTPaHEHUIO U CAMOBOCIIPOU3BENCHUIO.

Bpenonocnasi mporpamma — @porpamma, IpeJHa3HAYE€HHas IS  OCYLICCTBIICHHSA
HECaHKIIMOHUPOBAHHOTO JIOCTYyMNAa U (WJIM) BO3AEHCTBUS HA MEPCOHANbHBIE JAHHBIE UM PECYPChHI
MH(GOPMAIIMOHHON CUCTEMBI IIEPCOHANIBHBIX JaHHBIX.

BcenmomorareabHble TEXHHYECKHE cpeacrea M CHCTEMbI — TEXHUYECKUE CPEACTBA U
CHUCTCMbI, HC NPCAHA3HAYCHHBIC JIA NEpeaaqu, 06pa60T1<1/1 N XpaHCHHA MCPCOHAJIBHBIX JAHHBIX,
YCTaHaBJIMBACMbIC COBMCCTHO C TCXHUYCCKUMHU CPEACTBAMU U CUCTEMaMU, IMPECAHAZHAYCHHBIMU
JUIA 06pa60TKI/I NEPCOHAJIBHBIX JAHHBIX WJIM B TIIOMCHICHUAX, B KOTOPBIX YCTAHOBJICHBI
I/IH(I)OpMaLII/IOHHBIC CUCTEMEI IICPCOHAJIBHBIX NAHHBIX.

JlocTynn B ONEpanMoOHHYI0 cpely KoMIbloTepa (MH(GOPMALMOHHON CHCTEMbI NMEPCOHATBHBIX
JAAHHBIX) — MOTy4YeHHE BO3MOKHOCTH 3aITyCKa Ha BBIMOJTHEHHE IITATHBIX KOMaH I, (DYHKLIMI, IPOLETyp
OTePAITMOHHON CHUCTEMBI (YHHUTOKEHVS, KOTMPOBAHMS, TEPEMEIICHNST M T.I1.), UCTIONHAEMBIX (DaiilioB
MIPUKJIQJHBIX IPOTPaAMM.

JlocTyn Kk nH(popMaLuu — BO3MOKHOCTh TIOTy4eHUs HHPOPMAIIMK U €€ UCIIOTIb30BaHHSI.

3akyIaiouHOe YCTPOICTBO — 3JIEMEHT CpEICTBA CheMa HWH(OPMAIMH, CKPBITHO BHEIPSEMBIN
(3axsmazpIBaeMblii WM BHOCHMBIM) B MeCTa BO3MOXHOIO cheMa HH(poOpMalMu (B TOM 4YHCIE B
OrpaXIeHne, KOHCTPYKLIMIO, 000PYIOBaHHE, IPEAMETHI HHTEPhEPA, TPAHCIIOPTHBIE CPEJICTBA, a TAKXKE B
TEXHUYECKHE CPEJICTBA i CUCTEMBI 00pa0OTKH MH(pOpMAITin).
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Zanmmaemass uH@opManusa — WHPOPMAIUS, SBISIOMIAACS TPEAMETOM COOCTBEHHOCTH U
MOJUIeKAIlas 3allUTe B COOTBETCTBUM C TPEOOBAHUSIMU TPABOBBIX JIOKYMEHTOB WM TPEeOOBAHMSMY,
YCTaHABITMBACMBIMHI COOCTBEHHUKOM UH()OPMAITHH.

Nnentuduxammsi — TPHCBOCHHUE CYOBbEKTaM M OOBEKTaM JIOCTyNa HIACHTU(UKATOpa U (WMIIN)
CpaBHEHHE NPEABSIBISIEMOT0 WICHTH()MKATOPA C TIGPEIHEM TPUCBOCHHBIX UICHTH(PUKATOPOB.

HNudopmaTuBHBIi CUTHAJ — IIEKTPUUIECKUE CUTHAIIBI, aKyCTUYECKHUE, AEKTPOMATHUTHBIE U JIPYTHE
¢uzIYeckue Mo, 1Mo MapaMeTpaM KOTOPbIX MOKET OBbITh pacKpbiTa KOH(HIAEHIHATbHAsS UH(OpMAIS
(mepcoHabHBIC JaHHBIC) OOpabarbiBacMasi B MH(GOPMAITMOHHON CUCTEME MEPCOHATHHBIX JIAHHBIX.

Hudopmanuonnas cucrema mnepcoHaJbHbIX JAaHHbIX (UCIIJH) —COBOKYNHOCTH
cofiepKaluxcsi B 0azax JaHHBIX MEPCOHAIbHBIX JAAHHBIX M OOECMEYMBAIOLIUX UX 00pabOTKy
WH(OPMAITMOHHBIX TEXHOJIIOTUN U TEXHUYECKUX CPEJICTB.

HNndopmanuonHble TEXHOJIOTMU — TIPOLIECCHI, METONbI IMOMCKA, cOOpa, XpaHeHUs, OOpabOTKH,
NPEIOCTABIICHHS, PACTIPOCTPAHEHUS MH(POPMAIIMK U CIIOCOOBI OCYIIECTBICHUSI TAKHX ITPOILIECCOB U
METO/IOB.

Hcnonb3oBanne mnepcoHANbHBIX JAAHHBIX — JEHCTBUA (ONepaluu) C MEepCOHATBLHBIMU
JAaHHBIMHU, COBEpPILAEMbIE ONEPATOPOM B LEIAX MPUHATHS PELICHUH WIM COBEPUICHUS] HHBIX
NENCTBU, MOPOXKAAIONIUX OPUIUIECKUE TTOCIEACTBHS B OTHOIICHUU CyObEeKTa MEepCOHANBHBIX
JMAHHBIX WM JPYTUX JHI JU00 MHBIM 00pa3oM 3aTparuBalolIMX IpaBa M CBOOOABI CyObeKTa
MEPCOHAJIBHBIX TAHHBIX WIHA JPYTUX JIULL.

Hcrounnk yrpossl 6e30nmacHOCTH MH(OPMALMHU — CYOBEKT JOCTYIA, MATCPUAIBHBIA OOBEKT WU
(U3IYECKOE SIBIICHUE, SBIIOIIMECS IPUYMHON BO3HUKHOBEHHS YIPO3bl 0€3011aCHOCTH MH(OpMaLUK.

Konrtposmpyemasi 30Ha — TPOCTPAHCTBO (TeppUTOpHS, 3[aHME, YacThb 3[0aHUS, IOMEILCHHE), B
KOTOpPOM HCKJIFOUEHO HEKOHTPOIMpPYEMOE IpeObIBAHUE IMOCTOPOHHUX JIML, @ TaKKe TPAaHCHIOPTHBIX,
TEXHUYECKUX M MHBIX MaTepUAIbHBIX CPEIICTB.

KOH(I)I/IIIEHI[I/IEU'IBHOCTB NMEPCOHAILHBIX JAHHBIX — o0s13aTenbpHoe I CO6J'IIO,Z[CHI/IH OIeparopom
WM HMHBIM NOJYYMBIIMM JOCTYII K IMNEPCOHAILHBIM HAaHHBIM JIMIIOM Tp€6OBa.HI/I€ HC OIIYCKAarb HX
PpacipoCTpaHCHUC 0e3 comacust cyGLeKra NICPCOHAJIBHBIX MAHHBIX WA HAJIMYWS HWHOI0 3aKOHHOI'O
OCHOBAaHWUsI.

Me:xceTeBoil IKpaH — JIOKATbHOE (OTHOKOMIIOHEHTHOE) WM (DYHKIIMOHAIBHO-pACIIpeIeTICHHOE
nporpaMMHoe  (IIPOrpaMMHO-AMIApaTHOE) CPEACTBO  (KOMIUIEKC), peaM3yroliee KOHTPOIb  3a
uH(pOpMAIeH, TOCTYNaromeld B WHPOPMAIMOHHYIO CHUCTEMY IEPCOHANBHBIX JIAHHBIX W (WJIH)
BBIXOIAILIEH U3 HUH(POPMAIIMOHHON CUCTEMBI.

Hapyumrenb 0e30MacHOCTH MePCOHATBHBIX [JAHHBIX — (U3MYECKOE JMIO, CIy4ailHO WA
NpeTHaMEPEHHO COBEpIIAIOIee ACHCTBUS, CIECTBUEM KOTOPBIX SIBJISETCS HapyIlleHHe Oe30MacHOCTH
MIEPCOHATHHBIX JTAHHBIX MPU MX 00pabOTKe TEXHUYECKVMH CPEICTBAaMU B MH(DOPMAITMOHHBIX CHCTEMax
MEPCOHATBHBIX IAHHBIX.

HeaBromaTn3npoBanHasi o0padoTrka NEePCOHATIbHBIX AAHHBIX — o0paboTka
NEPCOHANBHBIX JAHHBIX, COJAEPKAIIMXCS B MHPOPMALIMOHHOW CHCTEME MEPCOHAJIbHBIX JaHHBIX
a100 W3BJICYCHHBIX W3 TAaKOM CHCTEMBI, CUMTAETCS OCYILECTBIECHHOW Oe3 HCIOIb30BaHUs
CPEICTB aBTOMAaTH3allMK (HEaBTOMAaTHU3MPOBAHHOM), €ClIM Takue JEHCTBUS C NEPCOHAIbHBIMU
JaHHBIMHU, KaK HCIOJb30BaHHME, YTOUHEHHUE, PACHPOCTPAHEHUE, YHUUYTOKEHUE MEPCOHAIBHBIX
JAHHBIX B OTHOIICHHWU KaXKJIOTO U3 CyObEKTOB MEPCOHANBHBIX JAaHHBIX, OCYIIECTBISIOTCS MPU
HENOCPEACTBEHHOM YYaCTUH YEJIOBEKA.
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HenexnapupoBaHHble  BO3MOKHOCTH — (YHKIMOHATIBHBIE ~ BO3MOXKHOCTH ~ CPEJICTB
BBIUHCITUTEITLHON TEXHHUKH, HE OIMCAHHBIC HIT HE COOTBETCTBYIOIIME OMUCAHHBIM B JJOKyMEHTAIIUH, TIPH
UCIIONB30BAHMM  KOTOPBIX ~BO3MOXKHO — HapylleHWe KOH(UICHIMATBHOCTH, JOCTYITHOCTH — WIIH
IEJIOCTHOCTH 00pabarbiBaeMoit HH(OpPMAITHH.

HecaHKIMOHMPOBAHHBII 10CTYN (HECAHKIMOHHUPOBAHHbIE /IEICTBUSA) — OCTYI K HH(OpMAIIK
WM JefcTBUA ¢ MH(pOpMaLMel, HapyllalooIiie MpaBuiia pasrpaHUueHHs JOCTyNa ¢ UCHOIb30BaHHEM
IITATHBIX CPEZICTB, MPENOCTABIAEMBIX HH()OPMAIIMOHHBIMHA CUCTEMaMH ITEPCOHAIBHBIX JTAHHBIX.

Hocutesb nHpopmManmu — GpU3NUECKOe U0 WM MaTepUATbHbINA 00BEKT, B TOM YUCIIE (PU3MIECKOS
HoJie, B KOTOPOM HMH(OpMALYsl HAaXOIUT CBOE OTpaK€HHE B BHJIE CHMBOJIOB, 00pa30B, CHIHAJIOB,
TEXHUYECKHUX PEICHHN 1 TIPOLIECCOB, KOJMUECTBEHHBIX XapAKTEPUCTUK (PU3NIECKUX BEINYHH.

O0e3MuUBaHNe NMEPCOHATBHBIX JAHHBIX — JICHCTBUS, B PE3YJIBTATE KOTOPHIX CTAHOBUTCS
HEBO3MOYKHO 0€3 UCII0JIb30BaHUs JOMOJIHUTENbHON HH(OPMAIUK ONPENeIUTh IPUHAMICKHOCTh
NIEPCOHAJIbHBIX JAHHBIX KOHKPETHOMY CyObEKTY EPCOHAJIBHBIX JaHHbIX.

OGpadoTka NepcoOHAJBHBIX [JAHHBIX — JI00O€ JeHCTBHE (omepanus) WIM COBOKYITHOCTb
JEeUCTBUM  (omepaluii), COBEpLIAEMBIX C UCIOJIB30BAaHUEM CpEJICTB aBTOMATW3alluud Wiu  0e3
UCIIOJIb30BaHUS TaKUX CPEJICTB € MEPCOHAIBHBIMU JIaHHBIMM, BKIIFOYasi cOOp, 3alliCh, CUCTEMATH3aLIHIO,
HAKOIUIEHUE, XpaHEHHUE, YTOUHEHHE (OOHOBIICHUE, N3MEHEHNE), U3BJICUCHHUE, UCIIONB30BAHUE, TIEperady
(pactipocTpaneHue, —TPEIOCTaBICHHE, JOCTYI), OOC3IMYMBAHWE, OJIOKMPOBAHUE,  YIAJICHHE,
YHUYTOXKCHHC IICPCOHAJIBHBIX TaHHBIX.

OO0menocTynHble  MepPCOHAJbHbIE  JaHHBIE — TICPCOHAIBHBIC  JIAHHBIC,  JTOCTYI
HEOTPAaHMYEHHOTO Kpyra JIMI] K KOTOPhIM MPEJOCTaBJIEH C COMIacHs CyObeKTa MEepCOHAIbHBIX
JAHHBIX WJIA Ha KOTOPBIC B COOTBETCTBUHU C (elepabHBIMU 3aKOHAMH HE PACIPOCTPAHSICTCS
TpeboBaHUE COONIOIEHNS KOH(DUICHIINATEHOCTH.

Omneparop (mMepCcOHAJIBHBIX JAHHBIX) — TOCYIAPCTBEHHbIN OpraH, MYHHUILMIIAIBHBIA Opras,
IOPUANYECKOE WM (PU3UYECKOE JIUIIO0, CAMOCTOSTELHO WM COBMECTHO C JIPyTMMM OpraHU3yIollee U
(nyH) ocyrecTBIsIoIIee 00pabOTKy MEPCOHANBHBIX JIAHHBIX, a TAKKe ONPEACIIIOLIMe e 00paboTKH
NIEPCOHANTBHBIX JaHHBIX, COCTaB TMEPCOHAIBHBIX JaHHBIX, MOMICKAIMNX 00paboTKe, IeHCTBUS
(omeparum), COBepIIAEMbIE C EPCOHATBHBIMU JTJAHHBIMH.

Texnuueckue cpencTBa WH(POPMAIMOHHON CHCTEMbI MEPCOHAIBHBIX JAHHBIX — CPE/ICTBA
BBIUMCIUTENBHON TEXHUKH, MH(POPMALIMOHHO-BBIYMCITUTENBHBIE KOMIUIEKCHI M CETH, CPEZICTBA U CHCTEMbI
nepenaun, mnpuemMa u oOpadotku II/lH (cpenctBa M CHUCTEMBbI 3BYKO3AIMCH, 3BYKOYCHJICHWS,
3BYKOBOCIIDOM3BE/ICHHS], TIEPErOBOPHBIE M  TEJIEBH3MOHHBIE YCTPOWCTBA, CPENCTBA W3TOTOBJIEHUS,
TUPOKUPOBAHUS JOKYMEHTOB U JIPYTHE TEXHUYECKUE CPEICTBA 00PAOOTKH peueBo, rpaiyecKo, BUIE0-
U OyKBeHHO-1IM(poBOi MH(OpMAalMK), TPOrpaMMHBIE CPECTBA (ONEPALIOHHBIE CHCTEMBI, CHUCTEMBI
yIIpaBlieHrs 0a3amMu TAHHBIX U T.I1.), CPECTBA 3aUThl HH()OPMALIUH, TPUMEHSIEMbIE B MH(OPMAIMOHHBIX
CHCTEMAX.

IlepexBar (MH(opManmMu) — HEIPAaBOMEPHOE MOJNydYeHHE MH(POPMALMU C HCIIOIb30BAHUEM
TEXHUYECKOTO  CpEICTBA, OCYLIECTBIAIOIIETO  OOHapyXeHue, TMpHeM H  00paboTKy
UH(POPMATHBHBIX CUTHAJIOB.

IlepconanbHble AaHHbIE — JI00as WHGOPMAIKSA, OTHOCAIIASACA K TPSAMO WIU KOCBEHHO
OTIpe/ICTICHHOMY WJIU ompenessieMoMy (hru3ndeckoMy JHIy (CyObeKTy MepCOHaIbHBIX JaHHBIX).

Io0o4HbIE IEKTPOMATHUTHBIE U3JIYYEeHHS] U HABOAKHM — 3JIEKTPOMArHUTHBIE U3Ty4YEHUs
TEXHUYECKUX CPEICTB 0OpabOTKH 3amuiaeMoid WHQPOpMAIMH, BO3HUKAIONIME KaK MOOOYHOE
SBJIICHHE W BBI3BAHHBIC JIEKTPUUYECKUMHU CUTHAJIAMH, JEUCTBYIOIIUMH B UX 3JEKTPUUYECKUX U
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MAarouTHBIX LCIIAX, a4 TAKKC JJICKTPOMArHUTHBIC HABOAKH 3TUX CUTHAJIOB Ha TOKOIIPOBOIAAIINC
JIMHUHA, KOHCTPYKIUH U TCIIU ITUTAHUA.

IMonuTHKa  «YHUCTOTO0  CTOJA» —  KOMIUIGKC  OPTraHU3al[MOHHBIX  MEPOIPHITHIH,
KOHTPOJMPYIOIIUX OTCYTCTBHE 3alMCHIBAaHHMA Ha OyMaKHbIe HOCHUTEIHM KIIOYed M aTrpuOyToB
Joctyna (rmaposiei) u XpaHeHHs UX BOIM3U 0OOBbEKTOB AOCTYIIA.

[oab30BaTeib MH(OPMAIMOHHOW CHCTEMbI MEPCOHAJBHBIX JaHHBIX —  JIMIO,
ydacTBytoliee B (GyHKIIMOHUPOBAHUHM HMH(GOPMAIIMOHHOW CHCTEMBI MEPCOHAIBHBIX JaHHBIX WIH
UCTIONIB3YIOIIEEe Pe3yIbTaThl €€ (yHKIMOHUPOBAHHUS.

IIpaBuia pasrpaHu4YeHusi AOCTYNAa — COBOKYIHOCTh IIPAaBWJI, PEMIAMEHTHPYIOIIUX IIpaBa
JocTyna cyObeKTOB IOCTyNa K 00bEeKTaM J0CTyIa.

IIporpamMmHuasi 3akJiazKka — KOJ IPOTrpaMMbl, NPEIHAMEPEHHO BHECEHHBIH B IIPOrpaMMy C
LEJIBI0  OCYUIECTBUTh YTEUKY, H3MEHUTb, OJOKUPOBaTh, YHUYTOXHUTb HH(DOPMALMIO WU
YHUYTOXKUTh W MOAW(DUIIMPOBATH IMPOrpaMMHOE obecrieueHrne WH(POPMAIMOHHOW CHCTEMBI
HEepCOHATbHBIX JAHHBIX U (MJIM) OJIOKMPOBATh allapaTHble CPEACTBA.

IIporpammHoe (IporpaMMHO-MaTeMaTH4yecKoe) BO3/1eiicTBHE — HECAaHKIMOHHUPOBAHHOE
BO3/ICHCTBHE HA PECypChl aBTOMATU3UPOBAHHON HH()OPMAIIMOHHON CHCTEMBI, OCYIIECTBISIEMOE C
UCIOJIb30BAHNEM BPEJOHOCHBIX IPOTPAMM.

PaCKprTI/Ie NEePCOHAJIBHBLIX JTAaHHBIX — YMbLIIIJICHHOE WU CHy‘I&ﬁHOG HapyHaICHUC
KOH(l)I/II[eHIlI/IaJII)HOCTI/I NEPCOHATIbHBIX TaHHBIX.

PaCIII)OCTpaHeHI/Ie MNEPCOHAJIBHBIX JAHHBIX — HeﬁCTBHH, HaIIpaBJICHHBIC Ha PACKPbLITHC
NEPCOHAJIBbHBIX JAHHBIX HCONPECACICHHOMY KPYTY JIMI]

Pecypc undpopManiuoHHONH CHCTEMBbI — HMEHOBAHHBIN AJIEMEHT CUCTEMHOTO, MPUKIIAJIHOTO
WM anmnapatHoro obecrieueHus QyHKIIMOHUPOBAHUS UH(OPMAIIMOHHON CHCTEMBI.

CnenuajbHble KATerOPUM  MEPCOHAJBbHBIX JAHHBIX — I[IEPCOHAJIbHBIE  JIAHHBIE,
Kacarollhecs pPacoBOM, HAUMOHAJIBbHOW  NPUHAIJIEKHOCTH, IMOJUTHYECKUX  B3IVIAJIOB,
PENUTHO3HBIX WU  (PUIOCOPCKUX YOKIACHUM, COCTOSIHHS 3[0pPOBbS U WHTUMHOW KU3HU
CcyObeKTa MEePCOHANIbHBIX JIAHHBIX.

CpencrBa BbIYNCIUTETHLHONH TEXHUKH — COBOKYITHOCTh TIPOTPAMMHBIX U TEXHHYECKHUX IEMEHTOB
cHCTeM 00pabOTKU JTAHHBIX, CIIOCOOHBIX (D)YHKIIMOHHPOBATh CAMOCTOSITEIFHO WM B COCTaBe JAPYTHX
CUCTEM.

CyObekT nmocryna (cy0beKT)— JMIIO WIM TIPOLECC, NEWCTBHS KOTOPOTO PENIAMEHTUPYIOTCS
MpaBUJIaMU pasrpaHUYEeHUA TOCTYyIIa.

Texuuueckuii kKaHa1 yTedkH MHGOPMALMM — COBOKYITHOCTh HOCHTEINS MH(OpPMAIMK (CpercTBa
00paloTKH), (hH3MUECKON Cpenbl pacpOCTpaHEHHs! MH(POPMATUBHOTO CHUTHAJA U CPEICTB, KOTOPHIMU
JOObIBaeTCsI 3aluIaemMasi iHPopMarius.

TpancrpannyHasi nepegada NepCcoOHAJBHBIX JAHHBIX — MEepeada MepcoOHaNbHBIX JaHHBIX
onepatopom 4epe3 locymapcTBeHHyto rpanully Poccuiickoit ®enepanuu oOpraHy BJIacTH
WHOCTPAaHHOTO TOCYHapCTBa, (PU3UYECKOMY WIU IOPHUAUYECKOMY JIUIy HMHOCTPAHHOTO
rocyaapcTna.

Yrpo3bl 0€30I1aCHOCTH NMEPCOHAIBHBIX IAHHBIX — COBOKYITHOCTb YCJIOBHH M (DAKTOPOB, CO3IAFOIINX
OIIaCHOCTh HECAHKLIMOHMPOBAHHOIO, B TOM YHMCIIE CIy4alHOIO, JOCTyNa K NEPCOHAIBHBIM JAaHHBIM,
pE3y/bTaToM KOTOPOIO MOXKET CTarb YHUUTOXKEHHE, W3MEHEHHE, OJIOKMPOBAHUE, KOIMPOBAHUE,

MonnTtnka nHpopmaumoHHo 6esonacHocTh. CTpaHuua 6 13 32



pacupoCTpaHCHUC TCPCOHAJIBHBIX HNAHHBIX, @ TAKXKC MHBIX HCCAHKINOHUPOBAHHBIX ILCI‘/JICTBI/II\/JI npu ux
00paboTKe B MHGOPMAITMOHHOM CUCTEME TIEPCOHATLHBIX JTAHHBIX.

YHnuTOXKEHHE NEPCOHATBHBIX MAHHBIX — HCﬁCTBHﬂ, B PE3YJIbTATC KOTOPBIX HCBO3MOXKHO
BOCCTAHOBUTH COACPKAHUE IICPCOHAIIBHBIX JaHHBIX B I/IH(l)OpMaIlI/IOHHOI;’I CUCTEME IIE€PCOHATIBHBIX
JAaHHbIX WM B PE3YJIBTAaTC KOTOPBIX YHHUYTOXAKOTCA MATCPHUAJIbHBIC HOCHUTCIIU IICPCOHAJIBHBIX
JaHHBIX.

VYreuka (Gamumaemoil) uHOPMAIMM 10 TEXHHYECKMM KaHAJIAM — HEKOHTPOIUPYEMOE
pacnpocTpaHeHre WH(POPMAIIMI OT HOCUTENS 3alliUIaeMoi HHPOpMAIMK Yepe3 (HH3UUECKYIO Cpey A0
TEXHUYECKOTO CPEICTBA, OCYILECTRIISIOIIETO epexBaT HH(POPMALIUH.

Ya3BUMOCTB — CITA0OCTh B CPEACTBAX 3aIUTHL, KOTOPYIO MOXKHO HCHOJNB30BaTh YISl HAPYIICHUS
CHCTEMBbI MJTH COJIepyKaIieiics B Helt MH(OopMaIHy.

LesocTHOCTS  MH(OPMAIMHM —  CIIOCOOHOCTh ~ CPEJICTBA  BBIUKMCIMTEIBHONH TEXHUKH WA
ABTOMATH3UPOBAHHON CHCTEMBI OOECIIeYMBATh HEM3MEHHOCTh MH(OPMAIMN B YCIOBHSX CIIyYaifHOTO
W/WJTY TIPEIHAMEPEHHOTO UCKKEHUS (paspyLLeHus ).
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OBO3HAYEHUA U COKPAIIEHUA

— aHTUBHUPYCHbIE CPEACTBA

— aBTOMATU3UPOBAHHOE paboyee MECTO

— BCIIOMOTareIbHbIE TEXHUYECKUE CPEJICTBA U CUCTEMBI
— MH(OPMALIMOHHAS CHCTEMA TTePCOHATIBHBIX JAHHBIX

— KOHTpOJIMpyeMasi 30Ha

— JIOKaJIbHAasl BBIYMCIIUTENbHAS CETh

— MEXCETeBOU 3KpaH

— HECAHKIIMOHUPOBAHHBIH JTOCTYII

— OIlepalMOHHAsI cUucTeMa

— IIEPCOHAIIbHBIC JaHHbBIE

— IPOrPaMMHO-MaTeMaTH4YeCKOe BO3IEHCTBUE

— porpaMMHoe o0ecredeHne

— TIOOOYHBIE EKTPOMArHUTHBIE U3TyYCHHUSI U HABOIKU

— CHCTEMa aHaJIM3a 3aIUIICHHOCTH

— CpeZCTBa 3alluThl HH(pOpMaLuu

— cucrema (TIOICUCTEMA) 3aIUThl IEPCOHATBHBIX JaHHBIX
— cuctemMa 0OHapy>KEeHHsI BTOPKEHHH

— TEXHUYECKUE KaHAJTbl yTEUYKH MHPOpMALN

— YI'pO3bl 0e30macHOCTH MNCPCOHATIbHBIX TaHHBIX
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BBEJEHHUE

Hacrosimas [Honutnka ungopmanuontoi 6ezonacHoctu (nanee Ilonmutnka) MBOY «Illkona
No 182y (manee — Yupexaenue) siBaseTcs 0QUIHATbHBIM JOKYMEHTOM.

[TonuTuka pazpaboTrana B COOTBETCTBHH C TpeboBaHusmMu denepaabHOro 3aKoHa OT 27 U
2006 1. Ne 152-®3 «O nepcoHalbHBIX AaHHBIX» U nocTaHoBieHus lIpaBurenscrBa Poccuiickoi
Oenepanun ot 1HOsIOpss 2012 1. Ne 1119 «OO6 yrtBepkaeHuu TpeOOBaHUNM K 3aIIUTe
NEPCOHAJBHBIX JAHHBIX MPU UX 00pabOTKe B HMH(POPMAMOHHBIX CHUCTEMaxX NEPCOHAIBHBIX
JAHHBIX», HA OCHOBaHUHU:

- «PexoMeHmanuii Mo obecrneueHno 0e30MacHOCTH MTePCOHANBHBIX JaHHBIX MPHU UX 00paboTKe B
WHQOPMAIIMOHHBIX CUCTEMaX MEePCOHATBHBIX JAHHBIX», YTBEPKIACHHBIX 3aMECTHUTEIIEM JTUPEKTO-
pa @CTIK Poccum ot 15.02.2008 1.,

- «TumoBeIX TpeOOBaHMIA IO OpraHU3AINH 1 00eCTIeYeHHI0 ()YHKIIHOHIUPOBAHUS MH(POBATHHBIX
(kpunrorpaduueckux) CpencTs, MpeaHa3HAYCHHBIX JUIA 3allUThl HHGOPMAINH, HE CoAepKaiieit
CBEJICHUI, COCTABIIONINX TOCYIapCTBEHHYIO TaifHy B ClIydae M3 MCIOJIB30BaHUA JUIs oOecrede-
HUsl 0€30MaCHOCTH TEePCOHAIBHBIX JAaHHBIX MPH WX 00paboTke B WHPOPMAIMOHHBIX CHCTEMax
MEePCOHANIBHBIX JaHHBIX», yTBEPKIeHHBIX pykoBoacTBoM § LlenTpa ®Cb Poccun 21.02.2008 1. Ne
149/6/6-662.

B [lonutuke ompenenensl TpedoBanusi Kk nepconany WCIIJIH, cTeneHb OTBETCTBEHHOCTH
IepcoHaja, CTPYKTypa U HEOOXOOUMBIH YpOBEHb 3allMIEHHOCTH, CTAaTyC U JIOJDKHOCTHBIE
0053aHHOCTH COTPYAHUKOB, OTBETCTBEHHBIX 3a oOecreyeHne O€30MacHOCTH TEePCOHAIBHBIX
nanHbix B UCIIIH Yupexnenus.
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1 O6mue nono:xenns
Iennto Hacroser [loauTuku sBisieTcs o0ecrneueHne 0e30nacHOCTH 0OBEKTOB 3aIUThI

quemz[eHH;I OT BCEX BHIOB yrp03, BHCIIIHUX U BHyTpeHHI/IX, YMBIH_UIGHHBIX 58
HEMMPEAHAMCPEHHBIX, MUHHUMH3als ymep6a OT BO3MOXHOU pea3anuu yrpo3s3 6630HaCHOCTI/I
I1J1a (YBI/In).

be3onacHoCTh MNEpCOHAJIBHBIX JaHHBIX JOCTHUTACTCA IMyTeM HNCKIHOYCHUA
HCCAaHKOMOHUPOBAHHOI0, B TOM YHCIIC CJ'Iy‘I&fIHOFO, A0CTylIa K IIEPCOHAJIBHBIM JOaHHBIM,
PE3YJIBTATOM KOTOPOI'0 MOKET CTAaThb YHHUYTOXKCHUC, U3BMCHCHUC, 6JIOKI/IpOBaHI/Ie, KOIIMPOBAHUC,
pacinpoCTpaHCHUEC IIEPCOHATIBHBIX JaHHBIX, 4 TAKXKC MHBIX HCCAHKIIMOHUPOBAHHBIX HeﬁCTBHfI.

WNudopmanust u CBsI3aHHBIE C HEH PEeCypChl TOIDKHBI OBITh JOCTYIIHBI JUISI aBTOPHU30BAHHBIX
nojb3oBatesneil. JIoKHO OCyIIEeCTBISAThCS CBOEBPEMEHHOE OOHApY)KEHUE M pearupoBaHHE Ha
VYBII/1H.

I[OJDKHO OCYHICCTBIATHCA NPCAOTBPALLICHNUEC MMPECAHAMCPCHHBIX HIIN CJIy‘-I&fIHBIX, HJaCTUYHBIX
HJIN ITOJIHBIX HECAHKIINMOHWUPOBAHHBIX MO,Z[I/I(bI/IKaI_[I/Iﬁ HJIN YHUYTOXCHUS NICPCOHAJIBHBIX JaHHBIX.

CocTaB 00BEKTOB 3alIMTHI NpejcTaBieH B [lepeuHe nmepcoHanbHBIX AAHHBIX, YKa3aHHOMY B
[onoxennu 06 06paboTKe MEPCOHANBHBIX TaHHBIX.

Cocras UCII/IH, momiexxamux 3aluTe, MpeAcTaBieH B AKTe OOCIEeIOBaHMS TEKYIIETO
COCTOSIHMSI TEXHUYECKOM 3aIUThI IEPCOHAIBHBIX JTAHHBIX.
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2 O6aacrn nercTBHUs

TpeOoBanust Hactosmiel [TOMUTHKM pacIpOCTPaHSIOTCS HA BCEX COTPYAHUKOB YUpPEKICHUS
(IUTaTHBIX, BPEMEHHBIX, PabOTAIOIMX I10 KOHTPAKTy M T.II.), a TakXe BCEX MPOYMX JIUI]
(moxpsAYMKH, ayIUTOPHI U T.I1.).
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3 Cucrema 3ammrhb MEePCOHAIBHBIX JAHHBIX
Cuctema 3amuThl nepcoHanbHbIX AaHHBIX (C3I1IH), cTpouTcst HAa OCHOBaHUU:
- AxTa 00cine0BaHNS TEKYILEr0 COCTOSHUS TEXHUYECKOH 3alUThl IEPCOHANBHBIX JaHHBIX;
- [lepeuns nepcoHaIbHBIX JaHHBIX, MOUICKALINX 3ALUTE;
- AKTOB KiaccupuKanui HHPOPMAMOHHBIX CHCTEM MEPCOHANBHBIX JaHHBIX;
- YacTHBIX MOAeel akTyanbHBIX yIpo3 U BeposTHoro Hapymmrens MCIIIH;
- [lonoxxeHus o pa3rpaHUueHUH IPaB JOCTYyIA K IEPCOHAIBHBIM JaHHBIM;
- PyxoBomsmmx nokymentoB @CTIK u @Ch Poccun.

Hns  o6ecneuennst 3amutbel  MCII/IlH HeoOXxomuMo  coOMOfeHUE OpraHM3alMOHHO-
TEXHUYECKUX Mep. AAMUHUCTpaIell odecrneunBaeTcs 0€30MacHOCTh MEPCOHANBHBIX JaHHBIX B
COOTBETCTBUHU C HEOOXOAMMBIM YPOBHEM 3alllMIICHHOCTH, KOTOpas OmucaHa B TeXHUYECKOM
3a/laHuu Ha co3fanue cucremsl 3amuThl i VCIIIH. B Yupexnenuu onpeneneHsl akTyaabHble
yrpo3sl Oe3omacHocTd [IJ[H, koTOpble omucanbl B YacTHON MOAENIM AaKTyalbHBIX yrpo3 U
BeposiTHoro Hapymmurens MCITIH.

[Ton akTyanbHbBIMH Yrpo3amMH O€30MaCHOCTH IEPCOHAJIBHBIX JAHHBIX I[TOHMMAETCS
COBOKYIIHOCTb ~ YCJIOBUH U (baxTopoB, CO3JAIOIIUX  AKTyaJIbHYIO OIIACHOCTh
HECaHKI[MOHUPOBAHHOTO, B TOM YHCJIE CIy4alHOro, 1OCTya K NEPCOHAJIbHBIM JaHHBIM MPU UX
00paboTke B WH(POPMALMOHHOW CHCTEME, PEe3yJIbTaTOM KOTOPOTO MOTYT CTaTh YHHUYTOKEHHE,
U3MEHEHUe, OJOKMpPOBaHUE, KOMUPOBAHUE, MIPEJOCTABIEHUE, PACIPOCTPAHEHUE MEPCOHAIBHBIX
JTAaHHBIX, a TAK)KE UHbIE HETIPABOMEPHBIE JEHCTBHUSL.

Yrpo3bl 1-ro THNA akTyalbHbI A1 UHPOPMALMOHHON CHCTEMBI, €CIIU U1 HEE B TOM YHCIIe
aKTyaJIbHbl YI'pO3bl, CBS3aHHBIE C HAJMYMEM HEJIOKYMEHTHPOBAaHHBIX (HEAEKJIapUPOBAaHHBIX)
BO3MOYKHOCTEW B CHCTEMHOM IPOTrPAMMHOM OO€CIEeYEeHUH, UCII0JIb3YyeMOM B MH(OPMaILMOHHOMN
CUCTEME.

Yrpo3bl 2-r0 THMA aKTyaJlbHbI A1 UHGOPMAIMOHHON CHCTEMBI, €ClIU Il HEe B TOM YHCIIe
aKTyaJIbHbl YIpO3bl, CB3aHHBIE C HAJMYMEM HEJIOKYMEHTHPOBAaHHBIX (HEAEKJIapUPOBAHHBIX)
BO3MOYKHOCTEW B MPUKIIAAHOM IPOrPaMMHOM 00€CTIEYEHHUH, UCII0Ib3YEeMOM B MH(OPMaIIMOHHOMN
CUCTEME.

Yrpo3sl 3-T0 TUMa aKTyalbHbI Uil MHPOPMALMOHHOW CHCTEMBI, €CIIU JUIsl Hee aKTyaJbHbI
yIpo3bl, HE CBSI3aHHBIE C HAJIMYUEM HEIOKYMEHTHPOBAHHBIX (HEIEKJIapUpPOBAHHBIX)
BO3MO)KHOCTEH B CHCTEMHOM M MPUKIAJHOM HPOrpaMMHOM OOECHEeYeHHH, MCIIOIb3yeMOM B
MH(}OPMAIIMOHHOH cucTeMe.

Ha ocHOBaHMH 3THX JOKYMEHTOB ONpENeNseTcs HEOOXOIMMBIM YpPOBEHb 3allUIEHHOCTU
ITn xaxnoit UCIT[H Yupexaenus. Ha ocHoBaHMM aHanmM3a akTyaJbHBIX Yrpo3 0€30MacHOCTH
I1/TH, onucanHoro B YacTHON MOJENM aKTyaJIbHBIX yrpo3 U BeposiTHOro Hapymmresns UCIIIH n
Otuera o pesynabratax IMpPOBEACHHUS BHYTPEHHEH IIPOBEpKE, JENAeTCsl 3aKJIIOYEHHE O
HEOOXOAMMOCTH MCIOIB30BaHUS TEXHUUYECKUX CPEJICTB U OPTaHU3AIIMOHHBIX MEPONPUATHN ISt
obecnieuenus OezonacHoctu I1/[H. BriOpanHble HEOOXOAMMBbIE MEPONPUATUS OTPAKAIOTCS B
[1nane MepONpUATHN 1O 3aUTE NEPCOHAIBHBIX JIAHHBIX.

Jns xaxpoit UCII/AH nomkeH ObITh COCTABIEH CUCOK UCIIONb3YEMbIX TEXHUUYECKUX CPEJICTB
3alllUThl, @ TaK K€ MporpaMMHOro obecredeHusi, ydactBytomiero B oopadorke I1/IH, Ha Bcex
anementax UCII/IH:
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- APM nons30Bareneit;
- CepBepa MPUIOKEHHIA;
- CYBJ;

- I'panuma JIBC;

- KananoB nepema4yn B ceTu 00IIero mojbp30BaHUA U (WIIH) MEXIyHAPOOHOTO OOMEHa, €CIU MO
HuM nepenatorcs I1/1H.

B 3aBucumoctu ot ypoHa 3aumuiieHHoctd VUCIIJIH u aktyaneHbIX yrpo3, C3II[IH moxer
BKJIIOUATh CIIEYIOLINE TEXHUUYECKUE CPEe/ICTBA:

- aHTUBUPYCHBIE CPEICTBA ISl pab0UnX CTAHITUI ITOTb30BaTENIe U CEPBEPOB;
- CpPEJICTBA MEXKCETEBOI0 SKPAaHHUPOBAHMS;

- cpeAcTBa Kpunrorpaduyeckor 3amuThl HHGOPMALIUK, TIPU Tepegade 3aluiiaeMon uH- - Gop-
Malluy 110 KaHajIaM CBSI3H.

Tak ke B CIIUCOK JIOJKHBI OBITh BKJIIOYEHBI (DYHKILIMU 3alUThI, 00eCriedMBaeMble ITATHBIMU
cpeactBamu  obpabotku I[1In onepammonusiMu  cuctemamu (OC), npukmaaaeiM 10 u
CHelHaIbHBIMU KOMIUIEKCAMH, Peau3yIoIUMHI cpeicTBa 3amuThl. Crucok (YyHKIMN 3aIIUThI
MOJKET BKJIHOUATh:

YIpaBIeHHUE U pa3rpaHUYCHUE NOCTYIIA MONb30BaTeNeH;
PETHUCTPAIINIO U YUeT NeicTBUi ¢ nHpOpManne;

- o0ecrneYnBaTh ENOCTHOCTh IAHHBIX;

- IPOM3BOANUTH OOHAPYKEHUH BTOPIKEHHH.

CHOHMCOK HCIONB3yeMbIX TEXHHUYECKUX CPEACTB OTpakaercs B I[limane meponpustuii mo
3alllMTe MEePCOHANBHBIX JaHHBIX. CHUCOK UCHOJIb3YEMBIX CPEACTB AOHKEH MOAJAECPKUBATHCA B
aKTyaJIbHOM cOCTOSTHUHU. [Ipu W3MEHEeHuM cocTaBa TEXHUYECKUX CPEJCTB 3alluThl WU
sanemeHToB MCII/IH, COOTBETCTBYyIOIIME HM3MEHEHHS JOJDKHBI OBITh BHeceHbl B CHHCOK U
YTBEPKICHBI TUPEKTOPOM YUPEXKICHHS WU JIUIIOM, OTBETCTBEHHBIM 32 00€CTICUCHUE 3alTUThI
I11x.
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4 TpeooBanus k nogcucremam C3I1/1n

C3I1u BKiIrOUaET B ce0s CICAYIONINE TTOACHCTEMBI:

- yopaBJI€HUA JOCTYIIOM, PETUCTPAlUN U Yy4€Ta,

- obecrieueHus IeNIOCTHOCTH U JOCTYITHOCTH;

- aHTI/IBprCHOﬁ 3alllUTHI;

- MCKCCTCBOI'O SKpaHUPOBaHUA,;

- aHaJIM3a 3aNIUIIEHHOCTH;

- 0OHapyKEeHUS BTOPKEHHUIA;

- KpUnTorpaduuecKon 3amuThl.

[Toncucremsr C3I1[{H umeroT pa3nuuHblii QyHKUIHOHAN B 3aBUcHUMOCTU OT kiacca WCII/IH,
OTpeIeNIeHHOr0 B AKTe KJIaCCU(PUKAIUK HWHPOPMAIMOHHBIX CHCTEM IEPCOHATBHBIX JTAHHBIX.
Cnucok cootBerctBus (pyHkuuit moacucrem C3IIJIH kiaccy 3alMIIEHHOCTH MPEACTaBIIEH B
[punoxenun Ne 1.

4.1 HO}ICI/ICTCMLI YupaBJ€HUs J0CTYIIOM, PErUCTPAallUH U y4€Ta

[Toncucrema yrpaBiieHUs! JOCTYIIOM, PETUCTPAIIMK M ydeTa MpeIHa3HaAuYeHa IS pean3alun
CIeIYFOIIHNX (QYHKITHH:

- WIGHTU(QUKAIIUK U TIPOBEPKA MOAJTMHHOCTU CyObeKTOB AocTyna mpu Bxoae B MCII/IH;

- I/I,Z[CHTI/I(l)HKaLII/II/I TEPMUHAJIOB, Y3JIOB CE€THU, KaHAJIOB CBA3HU, BHCIIHUX yCTpOfICTB 10 JIOTHu4c-
CKHM NMCHaM,

- UAeHTU(UKAINY TIPOTPaMM, TOMOB, KaTalloroB, (hailJIoB, 3aMKCeid, TIOJIeH 3aruceil Mo IMeHaM;

- perucTpaiyu Bxofa (BpIX0/1a) CYOBEKTOB JIOCTyIa B CUCTEMY (M3 CHCTEMBI), JINOO PErHCTpaIys
3arpy3Ky ¥ MHUIHAIN3AIHMI OTIEPAIlHOHHON CHCTEMBI U €€ OCTaHOBA.

- perucTpaliy MOMBITOK JOCTYIa MPOrPaMMHBIX CPEACTB (MPOrpaMM, MPOIECCOB, 3ajad, 3aja-
HU) K 3amuiaeMsiM (arinam;

- perucTpaIyy MOMBITOK JOCTYIIa MPOTPAMMHBIX CPEACTB K TePMUHAIAM, KaHajdaM CBS3H, - MPO-
rpaMMam, TOMaM, Karajoram, (haiiaam, 3aIucsm, MOJISIM 3aITHCeH.

[Toncucrema ympaBieHHS HOCTYIIOM MOKET OBITh peaau30BaHa C MOMOIIBIO MITATHBIX
cpenct o0padotku [1/]n (onepanmonnsix cuctem, npuwioxenuit 1 CYBJI). Tak ke moxxeT ObITh
BHEJIPEHO CHEIUAIbHOE TEXHUYECKOE CpPEACTBO WM HUX KOMIUIEKC, OCYIIECTBISIONINE
JIOTIOJTHUTEILHBIE MEPHI MO ayTeHTU(UKAIMU U KOHTpoito. Hampumep, mpuMeHeHHE €IWHBIX
XpaHWJIMII  yYeTHBIX 3alUCel  Monb30BaTeNell ©W  PErucTpalMoOHHOW  WHbOpManuu,
WCITOJIb30BaHNE OMOMETPHUYECKUX M TEXHUYECKUX (C TTOMOIIBIO AJIEKTPOHHBIX MPOITYCKOB) Mep
ayTeHTU(UKAINH U APYTHUX.

4.2 IMoacucrema o0ecneueHust HEJOCTHOCTH M TOCTYITHOCTH

[Toncucrema obecrnieueHMsl LETOCTHOCTH U JOCTYIHOCTH IIpeJHa3HaueHa A 00ecreueHUs
nenoctHocty U pocrynHoctu [1/[H, nporpammubix u annapatHbix cpeacts UCIIH Yupexne-
HUS, a TaK K€ CPECTB 3aIUThI, IPH CIy4yallHOW WM HaMEPeHHON MOIU(UKALINH.

MonuTtnka nHbopmaumoHHom 6esonacHocTn. CTpaHuua 14 us 32



[logcucrema peanusyercs C TOMONIbIO OpraHU3AlMK  PE3EPBHOIO  KOMUPOBAHUS
0o0pabaThIBaeMBIX JaHHBIX, a TaK XKe pe3epBUPOBaHUEM KITtoueBbIX 351eMeHToB UCIT/IH.

4.3 ToacucreMa aHTHBHPYCHO# 3aIATHI

[Toncucrtema aHTUBHPYCHOM 3aIMTHl IpeAHA3HAu€Ha JJIs OOECIeueHUsT aHTHUBUPYCHOMU
3amuThl cepBepoB 1 APM nonb3oBareneit UCII[An Yupexaenus.

CpencTBa aHTUBUPYCHOM 3aIUTHI MPETHA3HAUCHBI JUTS PEATU3AIMH CICIYIOMMX (yHKITHII:
- PE3UICHTHBII AaHTUBUPYCHBIA MOHUTOPUHT;
- aHTUBUPYCHOE CKaHUPOBAHHE;
- CKpUNT-0JIOKUPOBAHHKE;

- ICHTPaJH30BaHHYIO/yIAICHHYI0 YCTaHOBKY/IEWHCTAJUALUIO AHTHBUPYCHOTO TMPOAYKTA,
HACTPOHKY, aIMUHICTPUPOBAHHE, IPOCMOTP OTYETOB M CTATHCTHUECKON MH(OpMAaLuu o paboTe
MIPOAYKTA;

- aBTOMAaTU3MPOBAHHOE OOHOBJICHUE aHTHBUPYCHBIX 0a3;

- OTpaHWYCHHE TIPaB MOJIH30BATEINS HA OCTAHOBKY HCIOIHSIEMBIX 3a7a4 U U3MEHEHUS - HACTPOCK
AHTUBUPYCHOTO MPOrPaMMHOI0 00CCIICUCHHS,;

- ABTOMaTHYECKHI 3aIlyCK Cpa3y HOCJIe 3arpy3KH ONEPAUOHHON CUCTEMBI.

[Toncucrema peanusyercss MyTeEM BHEAPEHUS CHELUUAIBHOTO aHTUBUPYCHOTO MPOrPAMMHOIO
obecrieuenus Ha Bce 3neMeHnTh UCII/IH.

4.4 IToacucreMa MeKCceTEBOIO IKpaHUPOBAaHUSA

[logcucrema MEXCETEBOTO SKPAaHMPOBAHMSA IpPEIHA3HAYEHA Ul pealu3alliy CIEIYIOMNX
GbyHKIMA:

- ¢wIbTpanru OTKPHITOro M 3amu@poBaHHOTO (3akpeiToro) IP-tpaduka mo cremyromum napa-
MeTpaw;

- (uKcaluu BO BHYTPEHHUX JKypHaJIaX MH(OpMAIMK O MPOXOISAIIEM OTKPHITOM H 3aKpbIToM IP-
Tpaduke;

- HACHTU(UKAINN U ayTEHTH(PHUKAIUIO aIMUHICTPATOPa MEKCETEBOTO DKPaHa IMPH €ro - JIOKalb-
HBIX 3aIIpocax Ha JOCTYIl;

- peructpanuu Bxoaa (BbIX0Ja) aIMUHUACTPATOPA MEKCETEBOTO dKpaHa B CUCTEMY (M3 CHCTEMBI)
JIM00 3arpy3Ky ¥ UHUITHAIN3AIIUH CUCTEMBI U €€ IPOrPaMMHOI0 OCTaHORBA,

- KOHTPOJIS IEJIOCTHOCTH CBOEH MPOrpaMMHOM U HHQOPMAIIMOHHON YaCTH;

- (pubTpanuK MakeToB ciy)eOHBIX MPOTOKOJIOB, CIIYXKAIUX AJISl AUATHOCTUKU U YIPABICHUS pa-
00TOM CEeTEeBBIX YCTPOIICTB;

- (huIBTpalK C Y4ETOM BXOJHOTO M BBIXOJHOIO CETEBOTrO MHTepderica Kak CpeACcTBO MPOBEPKU
MOJUIMHHOCTH CETEBBIX aJIPECOB;

- pEeTUCTpali U y4€Ta 3allpallinBa€MbIX CCPBUCOB MPUKIIATHOIO YPOBHS;

- 6J'IOKI/Ip0BaHI/I$[ AO0CTyIa HeI/I,IlCHTI/I(bI/IL[I/IPOBaHHOFO 00BEKTa UIIH CY6’B€KTa, NOJJIIMHHOCTB KOTO-
poro npu aYTeHTI/I(l)I/IKaLH/II/I HE NOATBCpAUIIACH, MCTOAAMMU, YCTOP’IIIPIBLIMH K ICPCXBATy,

- KOHTPOJIS 32 CETEBOM aKTHBHOCTHIO MIPIIIOKEHUN U OOHAPYKEHUS CETEBBIX aTak.
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[Toacucrema peanusyercst BHEAPEHUEM MPOrPAMMHO-AIIMAPATHBIX KOMIUIEKCOB MEXCETEBOTO
skpanupoBanus Ha rpanuie JICB, kiiaccom He HU*keE 4.

4.5 IMoacucrema aHaau3a 3alIMIIEHHOCTH

[Toncucrema aHanM3a 3AIIUIICHHOCTH, JOJDKHA OOECIICYMBATH BBISBICHUS YSI3BUMOCTEH,
cBs3aHHBIX ¢ omuOkamMu B KoHburypanuu [10 MCII/IH, koTOphle MOTYT OBITH MCIOJIB30BAHBI
HapyILIUTEIEM JUIsl peaau3aliyi aTaku Ha CUCTEMY.

(DYHKHI/IOHaJ'I IIOACUCTEMBI MOXET OBITh p€ajin30BaH IpPOrpaMMHBIMH W IIPOTPaMMHO-
arrapaTHbIMU CPpCACTBAMMU.

4.6 Moacucrema o6HApYyKEHHS BTOPKEHHI

[ToxcucTema oOHAPYKEHHS BTOPKCHHH, JTIOJDKHA 00SCIICUNBATh BBISABIICHUE CETCBBIX aTaK Ha
anemenTsl MCII/IH, moakitoueHHBIE K CETSM OOINEro Mmoiab30BaHUS U (MIIH) MEKIYHAPOTHOTO
oOmeHa.

CDYHKI_II/IOHaJ'I IHOACUCTCEMBI MOXCT OBITh pcajin30BaH IPOrpaMMHBIMH W IIPOTPaMMHO-
arrapaTHbIMU CPpCACTBAMMU.

4.7 Moacucrema KpuNTOrpaduyuecKoii 3aAMHTHI

[Togcucrema kpunTorpapuyeckoil 3ammuThl npenHasHadeHa st uckmodeHnuss HCI
sammmaemor nHpopmanuu B MCII/{n YupexaeHus, npu ee rnepeaavn 1o KaHajlaM CBSI3M ceTei
00111er0 MOIK30BaHUS U (MJIH) MEXKTyHApPOIHOTO OOMEHA.

[Toncucrema peanusyercs BHEAPEHHEM KpPUOTOrpapUUecKuX IMPOrPaMMHO-ANIapaTHBIX
KOMILJIEKCOB.
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5 Hoas3oBarenn HUCIIn

B UCII[H VYupexieHus MOXHO BBbIIEIUTHh CIEAYIOLIUME TPYINIbl  I0Jb30BaTENCH,
y4YacTBYIOIIUX B 00paboTke u xpaHeHuu I1/[H:

- Anmunuctparopa UCITIH;

- AnmuamcTparopa 6ezonacuoctu MCI1/IH;

- Omepatopa APM;

- AIMHHHCTpaTOpa CETH;

- TexHU4eCKOTO CTIeIHaICTa MO0 00CITYKUBaHHIO IEPUPEPUITHOTO 000PYIOBAHHUS;
- [Iporpammuct-pazpadorunk UCIIIH.

JlanHBIe O TPYIIIAX TOJIH30BATEISAX, YPOBHE WX JOCTYNa W MH(MOPMHPOBAHHOCTH JIOJDKCH
ObITh OTpakeH B [lonmoxeHunu 0 pasrpaHMYEHUH MPaB AOCTYIA K MEPCOHATBHBIM JaHHBIM.

5.1 Agmunucrparop UCII/In

Anmvunuctparop WCIIJIH, coTpygHuK VY4upekaeHus, OTBETCTBEHHBIM 3a HACTPOIIKY,
BHenpenne U conpoBoxaeHne HWCIInH, oOecneunBaeT (YHKIMOHUPOBAHHE IMOJCHCTEMBI
ynpasinenuss poctynoMm MCIIJIH ¥ ynmoJHOMOYEH OCYIIECTBIATh IPEAOCTABICHUE U
pasrpaHuyeHue JoCTyna KOHEYHOro nosnb3oBarens (Onepatopa APM) k anemMeHTaM, XpaHsSIIIUM
IIEPCOHAJIbHBIE IaHHBIE.

Anmunuctpartop UCIIIn obnanaeT cieayomuM YpoBHEM JOCTyIA U 3HAHHIM:

- obOnagaer moiHON MH(MOpManWe O CHCTEMHOM M MPHKIAAHOM IMPOTPaMMHOM OOECIICUEHUH
UCIIH;

- obnagaeT mosHON nHpOpMaIel 0 TEXHHYECKUX cpeficTBax U koHpurypanuu UCIIH;
UMeEET JIOCTYT KO BCEM TEXHHUYECKUM cpeicTBaM 00paboTku nHpopmanuu u nanaeiM UCTTH;

- obmamaer mpaBaMu KOH(PUTYPUPOBAaHUS W AJMUHHCTPATUBHOW HACTPOWKH TEXHHUYECKHUX
cpenctB UCII/IH.

5.2 Aamunncrparop 6esonacaoctn UCIIn

Anmunuctparop Oe3onacHoctd MCIIIH, coTpygHMK VYupexaeHus, OTBETCTBEHHBIN 3a
¢yukuuonuposanue C3I1/IH, Bxirouass o00CTy’KMBaHHWE M HACTPOMKY aJMMHHUCTPATUBHOM,
CEpPBEPHON U KJIMEHTCKOW KOMIIOHEHT.

Anmvunnctparop 6ezonacHocty UCITJIH obnagaeT cienyonmM ypoBHEM TOCTYTIa U 3HAHUM:
- o0nagaet npaBamu Aamunuctparopa UCIAH;
- o0amaeT nostHow nHpopmaruei 00 UCIIIH;

- UIMECT AOCTYII K CpCACTBaAM 3alllUThI HHq)OpMaHHH 1 MPOTOKOJIMPOBAHUA U K YaCTHU KIIFOUCBBIX
anemenToB UCII/H;

- HEe UMEeT MpaB JIOCTYyNa K KOHQUTYPUPOBAHHIO TEXHHUYECKUX CPEJICTB CETH 32 MCKIIOUYECHHEM
KOHTPOJIBHBIX (MHCTIEKIIMOHHBIX ).

Anmunuctpatop 6e3onacHocta MCIT/IH ynoiaHomoueH:
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- peanm30BBIBaTh MONUTUKY Oe3omacHOCTH B yacTh HacTpoiku CK3M, MexceTeBbIX SKpaHOB H
cHCTeM OOHApYKCHHI aTak, B COOTBETCTBHH C KOTOPBIMH ToJib30BaTenb (Omneparop APM) mosy-
4aeT BO3MOXKHOCTh pabotars ¢ anementamu UCIIH;

- OCYIIECTBIIATH ayAUT CPEICTB 3aIUTHI;

- yCTaHaBJIHMBATh IOBEPUTEIFHBIE OTHOIIEHHSI CBOCH 3all[UIIEHHON CeTH C ceTsMu Apyrux Opra-
HU3aIHi.

5.3 Oneparop APM

Oneparop APM, coTpynHuk YupexaeHus, ocymecTBistonuii oopadorky I1/n. O6paboTka
[I/In BxmtouaeT: Bo3MOXxHOCTHb mpocmorpa II/IH, pyunoit BBox II/In B cucremy HMCIIH,
dbopMupoBaHUE CIPaBOK W OTYeTOB 1o mHpopManuu, nonydeHHor u3 MCII[dn. Oneparop He
UMeeT TOJTHOMOUMH [Tl yIpaBiIeHus noacucreMamu oopadorku nanubix 1 C3I1/H.

Omneparop UCIIIH obnagaer CieayronmM ypoBHEM JIOCTYIA U 3HAHU:

- obmagaeT BceMu HEOOXOIMMBIMU aTpuOyTaMu (HAIpUMED, MMaposieM), 00eCTIeYNBAIOIINMHA JI0-
CTYIl K HEKOTOpOMY nogmMHoxkecTBY I1/[H;

- pacnojiaract KOH(bI/I,I[eHL[I/IaJ'IBHBIMI/I JaHHBIMH, K KOTOPbIM UMEECT JOCTYII.

5.4 Anmunucrpartop cetu

AJIMMHHCTPATOp CETH, COTPYOHHUK YUpPEXIEHUs, OTBETCTBEHHBIH 3a (YHKIMOHUPOBAHUE
TeneKkoMMyHUKalnoHHOU noacucteMbl UCIIJIH. AIMUHUCTPATOp CETH HE UMEET IOJIHOMOYUN
JUIs yTIpaBieHUs oJcucTeMaMyu 00pabOTKU JaHHBIX U O€30MaCHOCTH.

AI[MI/IHI/ICTpaTOp CCTHU 06naz[aeT CJICAYIOIMIUM YPOBHEM JOCTYIIA U 3HAHH:

- o0yiajaeT 4acThio MH(GOPMAIMKM O CUCTEMHOM U MPHUKIIATHOM MporpaMMHoM obecriedenun MC-
[1]1H;

- obnagaet yacTeio MHQOpMAINK O TEXHUYECKHX cpericTBax U koHpurypauu UCI/IH;

uMeeT (QU3MUECKU JOCTYIl K TEXHHYCCKHM CPEIACTBaM 00paboTKu MHGOpPMAIMKU U CPEICTBAM
3aIUTHI;

- 3HaACT, 110 MEHBIIICH MEPEC, OAHO JICTAJIBHOC UM JOCTYyIIA.

5.5 Texuuuecknii cnenuaauct mo o6cayKUBAHUIO NepHdepHiiHOro 060py10BaAHNS

TexHUUECKUil CrenuaiiucT Mo OOCIYKUBaHUIO, COTPYAHUK YUPEKICHUS, OCYIIECTBISICT
obcnmyxuBaHUE U HacTpoiky mnepudepuitnoro ob6opynoBanust WCII[In. Texnuueckuit
CHEIHAIUCT MO OOCHyXKHBaHHIO He uMmeeT noctyna K [I/[H, He uMeeT MOMHOMOYMIA st
YIPaBJICHUS TIOJCUCTEMaMU 00paOOTKH JTAHHBIX U 0€30MaCHOCTH.

TexHu4YecKuil CHeruaNucT 1Mo o0CTyKUBaHUIO 00TaaeT CIASAYIOMNUM YPOBHEM JOCTyNa M
3HAHW:

- o0yajaet 4acThio MH(GOPMAIMH O CHCTEMHOM M MPUKJIATHOM MporpaMMHOM obecriedernu MC-
T1]1H;

- o0sagaeT yacTeio HHQOpMALMK O TEXHUYECKHUX cpencTBax U koHpurypamuu UCITH;

3HAacCT, 110 MCHBIIICH MEPE, OJHO JICTAJIBHOC UM JOCTYyIIA.
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5.6 Iporpammucr-pazpadorunk UCIIn

[TporpammucTBI-pa3paboTIuKy (TIOCTABIIMKH) MPUKIATHOTO MPOTrpaMMHOTO obecneueHus, odecrie-
YHMBAIOIINE €r0 CONPOBOXKACHUE Ha 3amuiaeMoM oObekTe. K JaHHOW rpymme MOTYT OTHOCHUTBCS Kak
COTPYAHUKHU YUPEXKICHHSA, TAK U COTPYIHUKH CTOPOHHUX OPraHU3aLNH.

duznvecKoe JUIO0 ITON KaTeropuu:
- obnagaet uHpopmMaluei 06 anropuT™Max U nporpammax oopadotrku nHpopmarmu Ha UCI1H;

- o0yamaeT BO3MOXKHOCTSMH BHECEHHS OIIMOOK, HEAECKIIAPHPOBAHHBIX BO3MOXKHOCTEH, MpO-
TPaMMHBIX 3aKJIaJI0K, BPEIOHOCHBIX IIporpamMm B niporpammuoe obecnieuenue MCII/IH Ha cTaaun
ee pa3paboTKu, BHSJPEHUS ¥ COMPOBOXKICHUS;

- MOXKET pacriojiararh Jr00sIMH (parMeHTamMu uHbopManuu o Torronorur UCIIJIH u TexHmde-
CKHX cpencTBax 00padotku u 3antuthl [1/{H, o0pabarsiBaembix B UCII/IH.
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6 TpeGoBanus k nepconany mno odecnedennio 3amuthbl IIx

Bce corpyanuku VYupexnenus, spisomuecss noib3oBareiasimu WCIIH, T0MKHBI 4Y€TKO
3HaThb W CTPOTrO BBINOJHATH YCTAHOBJIEHHBIE TMpaBujia M OOSM3aHHOCTH MO JOCTYyIy K
3alIUIIAEMBIM 00BEKTaM U COOIOICHHIO TPUHATOTO pexknma 6e3onacuoctu [1/1H.

IIpu BCTymieHMHM B JODKHOCTH HOBOIO COTPYAHMKA HENOCPEIACTBEHHBIM HadallbHUK
HoApa3AeieHus, B KOTOpOE€ OH IIOCTyNaeT, o0sf3aH OpraHu30BaThb €ro O3HAKOMJIEHHE C
JOJDKHOCTHOM —~ MHCTPYKIIMEH W HEOOXOJMMBIMH  JTOKYMEHTaMH, pErIAMEHTUPYIOLIIMMU
TpeboBanuss mno 3ammre IIJIH, a Takke oOyueHHe HaBbIKaM BBIIOJIHEHUS IPOLEAYD,
HEOOXOIUMBIX JUIsl CAHKIIMOHUPOBaHHOTO ucnonb3oBanus MCII/IH.

CoTpyaHHUK JOHKEH OBITh O3HAKOMIICH CO CBEIEHUSMHU Hacrosmied [TomuTuky, MpUHSTHIX
npouenyp padotsl ¢ anementamu UCIIQa u C3I11H.

CoTpynHuKH YUpEeKICHUS, HWCIONB3YIONINE TEXHUYSCKUE CpEACTBAa ayTCHTH(UKAIIIH,
JOJKHBI 00ECIIeUnBaTh COXPAHHOCTh UACHTU(PUKATOPOB (AIEKTPOHHBIX KITIOUEH) U HE I0MyCKaTh
HCJ x HuM, a Tak € BO3MOXXHOCTh WX YTEPHU WM HCIOJIB30BAHUSI TPETHUMH JIUIIAMH.
[Tonp30BaTenu HECYT NEPCOHAIBHYIO OTBETCTBEHHOCTD 32 COXPAHHOCTh UACHTU(PUKATOPOB.

CotpynHuku YupexaeHus JOJDKHBI CIIE0BaTh YCTAHOBJIEHHBIM IPOLEIypaM MOJAEPKaHUsS
pexxuma 6e3onacuocTu [1J[H mpu BEIOOpE M MCIIONB30BAaHUN MApOJiel (€CI HE MCHONB3YIOTCS
TEXHHUYECKHE CPEJICTBA ay TCHTU(DUKALINH).

CotpyaHuku YupexkaeHus OJKHBI 00ecledrBaTh HaJUIekKAIIYI0 3alluTy 000pyIOBaHMUS,
OCTaBJIsIEeMOT0 0e3 MPHUCMOTPa, OCOOCHHO B TEX CIIydasX, KOT/Ja B MOMENICHWE UMEIOT JOCTYIl
IIOCTOPOHHUE JHIa. Bce mosb3oBarenu JOJDKHBI 3HATh TpeOoBaHus 1o Oe3omacHocTH [1H u
MPOLIETy Pl 3alIUTHl 000PYAOBaHMS, OCTABIEHHOTO 0€3 MPUCMOTpa, a TAKXKE CBOM O0SI3aHHOCTH
110 00ECIICYCHHIO TAKOW 3aIlUTHI.

CoTpynHuKaM 3alpeniaeTcsi yCTaHaBIMBATh ITOCTOPOHHEE IPOrpaMMHOE obOecreueHue,
MOJKITIOYATh JIWYHbIE MOOMIIbHBIE YCTPOWCTBA M HOCUTENH MH(OPMAIIMK, a TaK e 3aliChIBaTh
Ha HUX 3alIUIIaeMy0 HHPOPMAIIUIO.

CoTpyaHukam 3ampeniaercsi pasmiamarh 3allMIaeMylo HH(OpMalMio, KoTopas cTania UM
M3BECTHA MU padboTe ¢ NH(OOPMAIIMOHHBIMU CHCTEMaMHU Y UPEKACHUS, TPETHUM JIHIIaM.

ITpu pabore ¢ I1In B UCII[AH coTpynHuku YupexaeHus o0si3aHbl 00€CIIEUUTh OTCYTCTBUE
BO3MOXKHOCTH nTpocMmoTtpa IT/IH TpeTbumu munamu ¢ MOHUTOpoB APM minm TepMHHamoB.

[Tpu 3aBepmienuu padotel ¢ UCITIH coTpynHuku o6s3anbl 3autuTh APM Miin TepMuHabl
C TIOMOIBIO OJIOKMPOBKM KIIFOYOM WJIM HKBHUBAJIEHTHOTO CpPEICTBA KOHTPOJSI, HaImpHUMeEp,
JOCTYIIOM IO MapOJIt0, €CIIU HE UCTIONIB3YIOTCS O0siee CUIIbHBIE CPEJICTBA 3aLUTHI.

CotpynHuku YupexJeHus IOKHBI ObITh MPOMH(OPMHUPOBaHBI 00 yrpo3ax HapyIIeHUS
pexuma Oe3zomacHoctu [IJIH u oTBeTcTBEHHOCTH 3a ero HapymeHue. OHU JOJDKHBI OBITH
O3HAKOMJICHBI C YTBEpXJIEHHOH (QOpManbHON mpoleaypol HaJOXKEHUS TUCHUIUTMHAPHBIX
B3bICKaHUI Ha COTPYAHUKOB, KOTOphle Hapyuin [lonutuky nHdopMamoHHON 6€30MacHOCTH U
nporenypsl 6e3onacuoctu [1/1H.

CoTpymHuKH 00si3aHbI 0€3 MpOMENJIeHUs coo0mars 000 BceX HAOMIOMAEMBIX WIIH
MOJ03pUTENBHBIX citydasix padotsl MCII/IH, MOrymux moBiedb 3a co00i yrpo3bl 6€30macHOCTH
[1/ln, a Takke O BBIABICHHBIX HMH COOBITHSX, 3aTparuBaloImmx Oe3omacHocTh [IJIH,
PYKOBOJICTBY MOJIpa3eNieHUs U JIUIY, OTBEYAIOIIEMY 32 HEMEJIECHHOE pearupoBaHUe Ha yTPO3bl
6e3onacHoctu [1/1H.
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7 JoaxkHocTHBIE 00s13aHHOCTH NMoJib3oBaTeaeil MCIIIn
JlomkHocTHBIE 00s13aHHOCTH nTonb30oBareneil MCII/{H onucansl B clenyromux JOKYMEHTaxX:
- Uncrpykuus anmuauctparopa UCI/1x;
- Uncrpykuus anmuauctparopa 6e3omnacHoctu UCIH;
- Unctpykuus nons3osarens UCIAH.
OtBeTcTBeHHOCTH coTpyaHUKoB MCII[IH Yupexaenus.

B cootBercTBuM co cT. 24 DenepanpHoro 3akoHa Poccuiickoit @enepanuu ot 27 urons 2006
. Ne 152-®3 «O nepcoHaNbHBIX TaHHBIX)» JIMIA, BUHOBHBIE B HAPYIICHUH TPEOOBaHUN JAHHOTO
@®enepalibHOIO  3aKOHA,  HECYT  TIPaXKJAHCKYl0,  YrOJOBHYI,  aJMHUHHUCTPATUBHYIO,
JUCIUIUIMHAPHYI0O M HHYIO NPEAyCMOTPEHHYIO 3aKoHOjAaTesnbcTBOM Poccuiickoit denepauuu
OTBETCTBEHHOCTb.

JleiicTByrolee 3aKOHOAATENILCTBO PD 103BOIISIET IPEABSBIATh TPEOOBAHHUS MO 00ECIICYCHUIO
Oe3omacHOil paboThHI ¢ 3amuIaeMoil mHpopManuel U MperycMaTpuBaeT OTBETCTBEHHOCTH 3a
HapyIlIeHWEe YCTaHOBIICEHHBIX MpPaBUJl dKCIUTyaTanuu DBM u cuctem, HempaBOMEpHBIM JOCTYN K
UHPOPMALIUH, €CITH 3TH JCUCTBUS NMPUBEIN K YHHUTOKEHHUIO, OJIOKMPOBAHMIO, MOIM(HUKALINN
uH(popMaIuu 1M HapyueHuto padbotel O9BM unu cereit (crateu 272,273 u 274 YK PO).

Anmunuctparop UCIT/In u anmunuctparop 6e3onacHoctu MCII/IH HecyT OTBETCTBEHHOCTD
3a BCE JICWCTBUSI, COBEPIICHHBIE OT MMEHU WX YYETHBIX 3aMKMCEHd WJIM CUCTEMHBIX YYETHBIX
3aIucel, eclid He J1I0Ka3aH (haKT HeCaHKIIMOHUPOBAHHOTO MCIIOIB30BaHUS YUETHBIX 3alHUCEH.

[Ipu HapymeHusix coTpyaHUKaMu YupexaeHus — nonb3oBareneid HWCII[An npaswi,
CBA3aHHBIX C Oe3omacHocThio I[I/IH, OHM HECYyT OTBETCTBEHHOCTb, YCTAHOBJIEHHYIO
JIEMCTBYIOLIUM 3aKOHO/aTeNbCTBOM Poccuiickoit @enepanuu.

[TpuBeneHHble BblllE TpeOOBaHHWS HOPMATHUBHBIX JOKYMEHTOB IO 3allUTe HH(OpMaLuu
JIOJDKHBI OBITH OTpakeHbl B IlonojkeHUsIX 0 moapas3ieneHusx YUpeKIAeHUs, OCYIIEeCTBISIOMUX
o0pabotky [1/11 B UCII/IH 1 JOMKHOCTHBIX HHCTPYKIUSX COTPYAHUKOB Yupexaenuu.

Heobxomumo BHectn B IlonoxkeHuss o HoApas3leNeHusx YUpexkIeHHUs, OCYIIECTBIISIOMINX
o0pabotky I1/1n B UCII/IH cBeneHust 00 OTBETCTBEHHOCTH UX PYKOBOIUTENIEH U COTPYJHHUKOB 32
pasmiaiieHrue ¥ HeCaHKIIMOHUPOBAaHHYIO MofuuKanuio (uckaxenue, Ganbcudukammro) [1/1H, a
TaKXe 32 HEMPAaBOMEPHOE BMEIIATENILCTBO B MPOLIECCHI UX aBTOMAaTU3UPOBAaHHON 00pabOTKH.
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8 Cmcok HCNnoJIb30BAHHBIX HCTOUHHKOB

OCHOBHBIMU HOPMATUBHO-IIPABOBBIMH W MCTOJUYCCKUMHU JOKYMCHTAMH, Ha KOTOPBIX
6a3preTCﬂ HacTosAICe IlonoxxkeHue SIBIISIIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O mepcoHanbHBIX NaHHBIX» (anee —
@3 «O nepcoHaNbHBIX JTaHHBIX»), YCTAHABIMBAIOIIUN OCHOBHBIC MPUHLMUIIBI U yCJIOBUS 00pa-
6otku [1/]H, npaBa, 003aHHOCTH U OTBETCTBEHHOCTh YYaCTHUKOB OTHOILIEHHH, CBSI3aHHBIX C 00-
pabotkoit I1J1H.

2 TlocranoBnenue [IpaBurenscTBa Poccuiickoit deneparuu ot 1Hos0ps 2012 . Ne 1119 «O6
YTBEP)KJIACHUH TPEOOBAHMI K 3alIUTE MEPCOHAIBHBIX JAHHBIX MPH UX 00paboTke B MH(OpMAIIH-
OHHBIX CHCTEMAaX MEPCOHAIBHBIX JaHHBIX).

3 «Ilomoxxenne 06 0cCoOEHHOCTSIX 00PaOOTKH MEPCOHATBHBIX JAHHBIX, OCYIIECTBIsIEMON 0e3
HCIIOJIb30BaHUs CPEJICTB aBTOMAaTU3aLUNy, yTBepkaeHHoe [loctanosnenuem IlpasurensctBa PO
o1 15.09.2008 r. Ne 687.

4 «TpeOoBaHMs K MAaT€pUAIBHBIM HOCHUTEISIM OHMOMETPUYECKUX MEPCOHAIBHBIX JaHHBIX U
TEXHOJIOTUSIM XPaHEHHsI TaKUX JaHHBIX BHE MH()OPMAIMOHHBIX CHUCTEM IEPCOHAIBHBIX JaH-
HbIX», yTBepkaeHHbIe [locranoBnenueM [lpaBurensctBa PO ot 06.07.2008 r. Ne 512.

5 HopmaruBHO-MeToAMuECcKHE JOKYMEHThl DenepanbHON CiTyKObl 110 TEXHUUYECKOMY U JKC-
nepTHoMy KoHTpodto Poccuiickoit @enepanuu (nanee - ®CTIK Poccun) no obecnieuenuto 6e3-
omacHoctH [1/]a npu ux obpadotke B UCTI/IH:

6 PexomeHgauu no odecnedeHnto 6€30MacHOCTH MEPCOHATBHBIX JaHHBIX MTPU UX 00paboTKe
B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAJIBHBIX JaHHBIX, YTB. 3aM. nupekropa @CTOK Poccun
15.02.08 r.

7 OCHOBHBIE MEPONPHUATHUS N0 OPTaHU3ALUU U TEXHUYECKOMY OOeCreueHHUI0 0e30MacHOCTH
MEPCOHAIBHBIX JaHHBIX, 00pabaThiBaeMbIX B WH(GOPMAIMOHHBIX CHCTEMax MEePCOHAJIbHBIX JaH-
HBIX, YTB. 3aM. aupekropa @PCTIK Poccum 15.02.08 r. (ACII)

8 bazoBas mojenp yrpo3 0e30MacHOCTH MEPCOHANBHBIX JAaHHBIX MPU UX 00paboTke B WH-
(OpMaIMOHHBIX CHUCTEMAaX MEPCOHANBHBIX AAHHBIX, YTB. 3aM. aupekropa PCTIK Poccum
15.02.08 r.

9 Metoauka onpeeNeHus aKTyaJIbHBIX YTpo3 0e30MacHOCTH MEPCOHABHBIX JTaHHBIX TPH UX
o0paboTke B HWH(MOPMALMOHHBIX CHUCTEMaX IEPCOHATBHBIX [AHHBIX, YTB. 3aM. JUPEKTOpa
OCTIK Poccum 15.02.08 r.
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Hpunoxenne 1

Ne [Tnan - nepedeHs TEXHUYECKUX MeponpusaTHii o obdecrnedennu 6ezonacnoctu UCIT/L K3 K2 K1
I B noxncucreme ynpasieHust JOCTYIIOM:
Peann3oBarh uaeHTH(PUKALNIO U IPOBEPKY NOATUHHOCTH CyObEKTOB JOCTYIIA IPU
1 BXoj€e B onepanuonnyto cuctemy UCII/IH o mapoiro yCclIoBHO-TTOCTOSHHOTO JeH- + + +
CTBHSI, JUIMHON HE MeHee 1IecTH OyKBEHHO-IIM(POBBIX CUMBOJIOB,;
Peann3oBarh nieHTH(PUKALMIO TEPMUHAJIOB, TEXHUYECKUX cpeAcTB oOpaboTku I1/1H,
2 y3n0B UCII/IH, KoMIIBIOTEPOB, KaHAIOB CBs3U, BHEMIHUX ycTporcTB UCIIIH o ux - + +
JIOTMYECKUM MMEHaM (aapecam, HoMepam);
3 Peann3oBarh nieHTH(PUKALMIO IPOrpaMM, TOMOB, KaTanoros, (aiiios, 3anucei, mno- ) n n
JICH 3aImceit 10 MMEHaM;
4 PeanuzoBarh KOHTPOJIB AOCTYIAa CYOBEKTOB K 3alUIIAEMbIM peCypcaM B COOTBET- 4 N
CTBUU C MaTpHILIEH JOCTYIIa;
npu Hannuuu noakaodeHuss MCIT/IH k ceTsim 00111ero nojab30BaHus TOMKHO TPUMeE- He amxe 5-1o He nmxe 4-ro He nmxe 3-to
5 HATHCSI MEKCETEBOE IKPAHUPOBAHUE. YPOBHS 3aIlIu- YPOBHSI 3alllu- YPOBHS 3aLlIH-
IMEHHOCTH MICHHOCTH M ECHHOCTH
s obecnieuenus 6e3onacHoro mexxcereBoro B3aumoneiicrsus B UCITAH ans paz- He amwxe 5-ro | He mmwxke 4-ro | He Huxke 3-1o
6 HBIX KJIaCCOB HEOOXOAMMO HCMOIb30BaTh MO YpOBHS YpOBHS YpOBHS
3aIUIICHHOCTY | 3alUIIEHHOCTH | 3aIMIEHHOCTH
II CpencTBo 3aIMThl OT IPOrpaMMHO MaTeMaTnyeckux BozaeicTauii (IIMB):
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Peanu3oBarh nACHTUDHUKALNIO U ayTEHTH(PHUKALUIO CYOBEKTOB IOCTYIA IIPH BXOJIE B
CPEIICTBO 3aIUTHI OT MIPOrpaMMHO MareMarnueckux Bozaericteuil (IIMB) u mepen
BBINOJIHEHHEM UMM JIFOOBIX OIEpaluii o ynpasieHuIo GyHKIUSIMH CPEICTBA 3aIlH-
T 0T [IMB 1o naposnto (wiu ¢ UCHOAB30BaHUEM HHOTO MEXaHHU3Ma ay TeHTHU(HKa-
1IMM1) YCIOBHO-TIOCTOSIHHOTO JI€HCTBUS JAJIMHONW HE MEHEE IECTH OyKBEHHO-
U(POBBIX CHMBOJIOB;

Ocy1ecTBIATh KOHTPOJIb JIOOBIX 1EHCTBUIA CyOBEKTOB 10CTYyIA 10 YIPABICHUIO
bysKuusaMu cpeactsa 3ammThl oT [IMB TosbKo 1OCIIe MPOBEACHUS €T0 YCIEIIHOM
ayTeHTU(UKALNN;

Hpe,[[YCMOTpeTb MCXaHHN3MBI 6J'IOKI/IpOBaHI/IH AO0CTYyIIa K CPEACTBAM 3alllUThI OT IIMB
IIPU BBITOJHCHUHN YCTAHABJIMBACMOI'O YK CJIa HCYJAYHBIX IMOIBITOK BBOAA IAPOJIA;

Heobxomumo mpoBoauTh uacHTH(GHUKAIHIO (aiiIoB, KATaIOroB, MPOTrPAMMHBIX MOJTY-
7€, BHEUTHUX YCTPOMCTB, UCIOIb3YEMBIX CpelCTB 3amuThl oT [IMB;

III

B noxcucreme perucrpauuu u yuera:

Ocy1iecTBIATh perucTpalMio BXos1a (BbIX0Aa) CyOBbeKTa JOCTyIla B CUCTEMY (M3 CH-
CTEMBI), TUOO PETUCTPALIMIO 3aTPY3KU M MHULIMATIU3AUHU ONEPALlMOHHON CUCTEMBI U
€e IIPOrpaMMHOr0 OCTaHOBa. Perucrpanus BbIX0a U3 CUCTEMBI UIIU OCTAaHOBA HE
IIPOBOJIUTCS B MOMEHTHI annaparypHoro otkimtouenust UCIT/In. B mapamerpax peru-
CTpaIMM YKa3bIBAIOTCS J1aTa U BpeMs BXoja (BbIX0/1a) CyObeKTa 10CTyIa B CUCTEMY
(M3 cucTeMBbI) WM 3arpy3Ku (OCTaHOBA) CUCTEMBIL;

[TpoBonUTh yueT BceX 3alUIaeMbIX HOCUTENEH HHPOPMAIMK ¢ IOMOILBIO UX JIF000i
MapKUPOBKH U C 3aHECEHUEM YUETHBIX JAHHBIX B )KypHaJ (YUETHYIO KAPTOUKY);
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[TpoBOAMTE perucTpanuio BXoJa/BeIxoa CyObeKTOB JOCTYIIA B CPEICTBO 3ALIUTHI OT
[IMB, peructpanuto 3arpy3kd U HHULIHAAIU3AIUU 3TOT0 CPEICTBA U €€ IPOrPAMMHO-
ro ocTaHoBa. B mapaMeTrpax perucTpanum yKa3blBaeTCsl BpeMs H JjaTta BXOAa/BbIX0a
cyObekTa octyna B cpeicTBo 3amuthl oT [IMB wiu 3arpy3ku/ocranoBa 3TOro cpej-
CTBa, a TAK)KE UICHTU(UKATOP CYOBEKTA TOCTYIa, MHUITMHPOBABIIIECTO JaHHbBIE ICH-
CTBUS;

[TpoBoauTh perucTpainio coobITHiI MpoBepku U oOHapyxeHus [IMB. B mapameTrpax
perucTpanmy yKa3blBalOTCs BpeMs U JaTa IpoBepKu win ooHapyxenus [IMB, naen-
TU(dUKATOP CYyOBEKTa AOCTYIA, MHUIIMUPOBABIIETO JaHHbBIC IEUCTBUS, XapaKTep Bbl-

MOJTHSIEMBIX JICHCTBHH MO IPOBEPKE, TUIT OOHAPYKEHHOW BPETOHOCHOH MPOrPaMMBbl

(BII), pe3ynbrar neicTBuil cpeacTBa 3amuThI 1o Onokuposanuto [IMB;

[TpoBOIUTE perucTpaIno COOBITHIA 10 BHEAPEHHUIO B cpencTBO 3amuThl oT [IMB na-
KeTOB OOHOBJIEHUH. B mapameTpax perucTpaiuu yKa3plBaloTCs BpeMs U J1laTa OOHOB-
JIeHUs], UASHTU(PHUKATOP CyObEeKTa JOCTYIa, MHUIIMMPOBABILIETO TaHHOE JICHCTBUE
BEpCHs U KOHTPOJIbHASI CyMMa MaKeTa OOHOBJICHMUS;

[TpoBOAMTE perucTpanuio COOBITHI 3aITycKa/3aBepIIeHus: padoThl MOTYJIeH CpeacTBa
3amuTel oT [IMB. B nmapamerpax perucrpanyy ykasbIBatOTCSl BpeMsl U JjaTa 3aIryc-
Ka/3aBepuIeHus paOdoThl, UACHTU(DUKATOP MOAYIS, UACHTU(PUKATOpP CyObEKTa JOCTY-
11a, MHUIIMMPOBABIIETO IAHHOE JACHCTBHE, PE3YJIbTaT 3allyCKa/3aBepLIeHNs padOThI;

JIOJKHA TIPOBOJIUTHCS PETUCTpalysl COOBITUH yIpaBiIeHus: CyObEKTOM J0CTyIIa
¢yukumsiMu cpencta 3auuTsl oT [IMB. B nmapameTrpax peructpaiun yka3plBaroTCs
BpeMs U JlaTa COOBITUS YIIPaBICHUS Kax 10 (pyHKUMEH, HASHTU(UKATOP U crielu(pu-
Kaus QyHKIUY, HACHTUPUKATOp CyObeKTa JOCTyIa, MHULIMMPOBABILIETO IAaHHOE
JIECTBHE, PE3YIbTAT IEUCTBHUS;

[TpoBOAMTE perucTpannio COOBITHI MOMBITOK JOCTYIA IPOrPAMMHBIX CPEACTB K MO-
IyasM cpenctsa 3amuTsl oT [IMB nnm cnenuansHeIM JTOBYIIKaM. B mapamerpax pe-
THCTpAllMU YKa3bIBAIOTCS BPEMs U JlaTa MOMBITKH JOCTYIIa, UASHTU()UKATOP MO,
uaeHTuukarop u cnenuduxanys Moayis cpeactsa 3amutel oT [IMB (cnenuanbhoit

+ - +
+ + +
+ - +
+ + +
+ + +
+ - +

MonuTtnka nHdopmaumoHHom 6esonacHocTn. CTpaHuua 25 us 32




JIOBYILIKH ), PE3YJIBTAT MONBITKU JOCTYIIA;

[TpoBOAMTE perucTpanuio coObITUI OTKaTa 1yt cpeacTsa 3ammThl oT [IMB. B mapa-
MeTpax perucTpalnyy yKa3blBalOTCs BpeMs U JaTa COObITHS OTKaTa, cenudukanus
JeicTBUH OTKara, uIeHTU(UKATOP CyOBeKTa JOCTYIa, HHULIMUPOBABILETO JAHHOE
JICUCTBUE, PE3YJIbTAT JCUCTBUS,

10

ObecreunTh 3alUTy JaHHBIX PETHCTPALUU OT UX YHUUTOXKEHUS I MOTU(BUKALIUN
HapyLIUTEIIEM;

11

Peanu3oBarb MeXaHU3MbI COXPAHEHHS JAHHBIX PETUCTPALUU B CIy4ae COKPAILCHUs
OTBE/ICHHBIX 110/l HUX PECYPCOB;

12

PeanuzoBarh MexaHHU3MbI IPOCMOTpPA U aHAJIN3a JAHHBIX PETUCTPALMK U UX QUITb-
TpaLUU 110 33/]aHHOMY Habopy MapaMeTpoB;

13

[TpoBOAMTH aBTOMATHUECKUI HEMIPEPBHIBHBI MOHUTOPUHT COOBITUM, KOTOPBIE MOTYT
ABIATHCS IpuunHOU peanusauuu [IMB (co3nanue, penakrupoBaHue, 3aUCh, KOMITH-
JsMst 00BEKTOB, KOTOpBIE MOTYT cofepxars BIT).

14

Peann3oBarh MexaHHW3M aBTOMATHUECKOTO aHAIHM3a IaHHBIX PETUCTPALIUU TIO 11abo-
HaM THUTIOBBIX nposiieHuit [IMB ¢ aBroMaTnyeckum ux OIIOKMPOBAHUEM U YBEIOM-
JICHHEM aIMUHUCTpaTopa 0€30MacHOCTH;

15

[TpoBOAMTE HECKOJIBKO BUOB yueTa (yOnupyIOLIMX) ¢ perucrpanneil Bpiaaun (mpu-
ema) HocuTelel nHpopMaluy;

16

OcCyIIeCTBIATh pErUCTPAINIO BXO/a (BBIX0a) CyOBEKTOB JOCTYyMA B CUCTEMY (U3 CH-
CTEMBI), TUO0 PETUCTPALIHS 3aTPy3KU U HHUITHATN3AIUNA OTIEPAITHOHHON CHCTEMBI.
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17

OCyIIECTBIISTh PETUCTPAIIMIO BBIJIAUX NIEUaTHBIX (TpadUIeCcKrX) JOKYMEHTOB Ha
«TBEPAYIO» KOMHIO. B mapameTpax perucrpanuu yKa3blBaroTCs (J1aTa U BpeMs Bbla-
yr (oOpaleHus K MOJCUCTEME BBIBOJIA), CIICIU(UKAIMS YCTPOMCTBA BBIIaYH — JIOTH-
4yeckoe UMs (HOMep) BHEITHETO yCTPOHCTBA, KpaTKOE coiepKaHne (HauMEeHOBaHHUE,
Bu, mU(p, KOI) U YpOBEHb KOH(PUICHINATBHOCTH JOKYMEHTA, UICHTU(UKATOP
cyObeKTa JOCTYyIIa, 3alPOCUBIIETO JOKYMEHT;

18

Ocy1ecTBIATh PErucTpalmIo 3arycka (3aBeplLieHus) IporpaMM U MpoLeccoB (3a1a-
HUH, 3a/1a4), IpeAHa3HAYCHHBIX JIJIs 00pa0doTKH 3amuiiaeMbix (aiinos. B mapamer-
pax perucTpaluy yKa3bIBalOTCs JaTa U BpeMs 3aIycka, UMs (MAeHTH(PHUKATOp) Ipo-
rpamMMBblI (TIporecca, 3aJanus), HIeHTU(HUKATOp CyOBEKTa JOCTYIIA, 3aIlPOCHUBIIETO
nporpaMmy (Iporecc, 3afjaHue), pe3yJIbTar 3amycka (yCHelHbli, HeyClenHbIH — He-
CaHKLIMOHUPOBaHHbIN),

19

Ocy1ecTBISTh pErHCTPALMIO MOIBITOK JOCTYyIa MPOrPAMMHBIX CPEIACTB (Iporpamm,
IPOILIECCOB, 3a/1a4, 3a/IaHuii) K 3anuiaeMsiM (aiiiam. B mapamerpax perucTpaiu
YKa3bIBAIOTCS JIaTa ¥ BpeMs MOTBITKH JOCTYTIA K 3alIHIacMoMy (ailily ¢ ykazaHuem
ee pesysbrara (ycrenHas, HeyclenHas — HeCaHKIIMOHUPOBaHHas ), HACHTH(HUKATOP
cyOBeKTa JocTyna, crenu@uKanys 3amuinaeMoro daiina;

20

Ocy1ecTBISITh pErUCTPAIMIO MOIBITOK JOCTYyNa MPOTrPAMMHBIX CPEJICTB K CIETyI0-
MM JONOJTHUTENBHBIM 3aIlIMIIaeMbIM 00bEKTaM JOCTyIa: TEPMUHAIAM, KOMITbIOTE-
pam, y3nam cetu UCITJIH, nuHuAM (KaHanaMm) CBSI3U, BHEITHUM YCTPONCTBAM KOMIIb-
I0TEpOB, IPOrpaMMamM, TOMaM, Katajuoram, (aiiaam, 3anucsm, NoisaM 3anuceid. B ma-
pamMeTpax perucTpaluy yKa3blBaloTCs JaTa U BpeMsl MOIBITKH J0CTyIa K 3alullae-
MOMY OOBEKTY € YKa3aHHUEM ee pe3yJbrara (ycCIelHas, HeyClelIHas — HeCaHKIMOHH-
poBaHHas), uACHTUGUKATOP CyOBEKTa JOCTYIIA, CrieNU(PUKAIIUS 3aIUIIAeMOTr0 00b-
€KTa — JIOTHYeCKoe uMs (HOMEp);

21

[TpoBOAMTE yueT Bcex 3alIMIaeMbIX HOCUTeNel HH(OopMaIMK C TIOMOIIBIO UX Map-
KUPOBKH U C 3aHECEHHEM YUETHBIX JaHHBIX B )KypHal (YUETHYIO KapTOUKY);
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22

OcymecTBIsITh OUMCTKY (0OOHYyNIEHUE, 00€3TMYNBAHIE) OCBOOOKIAEMBIX 00IacTei
OIEePAaTUBHON TAMSATH KOMITBIOTEPOB M BHENIHUX HakomuTelNei. O4rcTKa OCyIeCTB-
JSIETCSl OTHOKPATHOM TPOM3BOJIEHOM 3aMChI0 B 0CBOOOXK/IaeMyI0 00JIaCTh TTaMSTH,
paHee MCIIOJIb30BAHHYIO [Tl XpaHCHHS 3alUIAeMbIX JaHHBIX ((aitioB, nHpopma-

1HH);

v

B noacucreme obOecrieucHust OCJIOCTHOCTH:

O6ecneunTs LETOCTHOCTh IPOrPaMMHBIX CPeACTB 3auThl B coctae C3I1/IH, a
TaK»Ke HEM3MEHHOCTb ITPOrpaMMHOM cpeibl. IIpu 3TOM 1IET0CTHOCTD CPEACTB 3aLUTHI
MIPOBEPSETCS MPH 3arpy3Ke CUCTEMBI 110 HAJTMYUIO UMEH (MIeHTH()UKATOPOB) KOMITO-
HeHT C3I1/1H, 1en0CTHOCTh MPOrpaMMHOM Cpesibl 00€CIIeunBaCTCsl OTCYTCTBUEM B
NCTI/Ix cpencts pa3pabOoTKU U OTIIAJKU IPOrpaMM;

Ocymectisath Gusudeckyro oxpany UCIT/a (ycTpoicTB 1 HOcuTenel napopma-
I[N ), IpelyCMaTpUBAaroOIIas KOHTPoIib Aoctymna B nomeneHuss UCII/Ixn moctoponnux
JIUI], HAJTMYUe HAICKHBIX TPEISATCTBUN I HECAaHKIIMOHUPOBAHHOTO TIPOHUKHOBE-
nus B noMenienust UCII/IH u xpanunuie HocuTenei nudopmanuu;

[TpoBoauTh nepuoanyeckoe rectupoBanue ¢pynkuuii C3I11H npu n3MEeHEeHUH npo-
rpaMMHO# cpenbl 1 nepconana MCII/H ¢ moMoIibio TeCT-NMporpaMm, UMUTHPYIOLIUX
nonbiTk HC/I;

JIOJDKHBI OBITH B HAMMYKMHK cpezicTBa BocctaHoBieHus C3I1/IH, npenycMaTpuBaromye
BEJICHHE JIBYX KOIUI MPOrpaMMHBIX CPEICTB 3alllUThl HH(pOpMaLUU, UX IepruoInye-
CKO€ OOHOBJIEHUE U KOHTPOJIb pab0TOCIIOCOOHOCTH;

[TpoBOIUTE IPOBEPKY LIETOCTHOCTH MOMYAEH cpeacTBa 3auuThl oT [IMB, HeoOxoau-
MBIX JIJISl €70 KOPPEKTHOTO (PYHKIITMOHUPOBAHUS, TIPH €T0 3arpy3Ke C UCIIOJIb30BaHUEM
KOHTPOJIBHBIX CYMM;

OO0ecneunTh BO3MOKHOCTh BOCCTAHOBJICHUS CpCACTBa 3allIUTHI OT HMB, npeaycmar-
puBaromas BEACHUEC IBYX KOTIHH IporpaMMHOTO CPE€ACTB 3alUTEI, €TO IECPUOANYIC-
CKO€ OOHOBJICHUE U KOHTPOJIb paGOTOCHOCOGHOCTI/I;
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. PeanuzoBarh MexaHNU3MbI IPOBEPKU LIEIOCTHOCTU TAKETOB OOHOBJIEHUH CPECTBA N N N
3amuTsl 0T IIMB ¢ Mcnionb30BaHHEM KOHTPOJIBHBIX CyMM;
g [TpoBonuTk pe3epBHOE KonupoBanue [1/[H Ha oTYyk1aeMble HOCUTEIH WH(OPMAITUY; N N
\% B noacucreme aHTUBUPYCHOM 3alLIUTHI:
[IpoBoanTE aBTOMaTHYECKYIO NTpOoBepKy Ha Hanmuue BII win nocnencreuii [IMB npu
1 umnoprte B UCII/IH Bcex mporpaMMHbIX MOAYJIel (MIPUKJIaJHBIX IPOrPaMM), KOTOPbIE n n n
MoryT cozepskarh BII, o uX TUIOBBIM 11a0J0HAM U € IIOMOIIBIO 3BPUCTUYECKOTO
aHaIu3a;
) PeanuzoBarh MexaHHW3Mbl aBTOMATHYECKOTO OJOKHpOBaHUs 0OHapykeHHbIX BII my- N N N
TEM UX yHAJIEHUs U3 IPOrPaMMHBIX MOIYJIEH UM YHUYTOKEHUS;
3 PerynspHo BBIIOIHATH (IIpH epBOM 3arycke cpeacts 3amuTsl [1/10 ot IIMB 1 ¢ N N N
yCTaHaBJIMBAaEMOM NEPUOANYHOCTHIO) MPOBEPKA HA IpeAMET Hanuuusl B HUX BII;
JlomkHa nHunuupoBarbes aproMatrueckas nposepka MCII/Ix Ha npenmer Hanuuus
4 + + +
BII npu BeisiBnenuu ¢axra [IMB;
PeanuzoBarh Me€xaHM3M OTKAaTa AJIsl yCTAHABIMBAEMOTO YHCIIa ONEpalui yJaleHus
5 BII 3 oneparnBHON WM IOCTOSSHHOM NIAMSTH, U3 MPOTPAMMHBIX MOAYJIEH U IIpHU- + + +
KJIQJAHBIX IPOTPAMM WJIM IPOTPAMMHBIX CPENCTB, coaepxkamux BII.
6 JononuanrtensHo B UCII/IH noimkeH NpoBOAUTHCS HENPEPBIBHBIN aBTOMATUYECKUN n n N
MOHMTOPUHT MH(POPMAILIMOHHOTO 0OMEHA C BHEILIHEH CEThIO C 11eJbI0 BbisiBieHus BII.
VI Kontpons orcyrcteua H/IB B I10 C3U
Jlns mporpaMMHOTro obecreueHusi, UCIoyib3yeMoro mpu 3amute nHpopmanuu B UC-
1 ITH (cpencts 3amuTsl nHGopMaru — C3H, B TOM 4ncie ¥ BCTPOEHHBIX B 00IIeCH- + + +
CTEMHOE U MPUKIIaJHOE TporpaMMHoe obecnieuenue — [10), nomkeH ObITh 00ecneueH
COOTBETCTBYIOUIMI YPOBEHb KOHTPOJIst OTCYTCTBHsI B HeM HJIB (He nekiapupoBaH-
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HBIX BO3MOXHOCTEH).

VII

O6napyxenue Bropskeruit B UCIT/In

OOHapy>keHHe BTOP)KEHHI JOIKHO 00€CIeYHBAThCS ITyTEM HCIIOJIb30BaHUS B COCTa-
Be MICII/IH mporpaMMHBIX WM IPOrPaMMHO-AIMIAPATHEIX CPEACTB (CUCTEM) OOHAPY-
xenus Bropxkenuit (COB).

H606XOI[I/IMO 00s13aTEIBLHOE UCIIOJIb30BAHNE CUCTEMBI O6Hapy)KeHI/I${ CCTCBBIX aTak,
HCIIOJIB3YIOIIMEC CUTHATYPHBIC METOABI aHaJIn3a

Heobxonnmo 06s3aTebHOE HCIIOIB30BAHUE CHCTEMbI OOHAPYKEHUSI CeTEBbIX aTakK,
UCIIOJIb3YIOIINE CUTHATYpPHBIE METO/IbI aHAIM3a U METO/Ibl BBISBICHUS aHOMAIUH

VIII

3amura UCIIda ot IIDMUH

s o6paboTtku nHpopMalu Heooxoaumo ucnons3oBate CBT, ynosierBopstoniye
TpeboBaHUAM cTaHapToB Poccuiickoit deneparuu o 3eKTpPOMarHuTHOM coBMe-
CTUMOCTH, IO O€30MaCHOCTH U H)PrOHOMHUYECKUM TPeOOBaHHIM K CpeJICTBaM O0TOOpa-
KEHHSI MTH(QOPMAaIIUY, IO CAHUTAPHBIM HOPMaM, IIPEIbSIBISIEMbIM K BUACOAUCILICH-
HbIM TepMuHaiaMm [I13BM (nanpumep, TOCT 29216 91, TOCT P 50948-2001, TOCT
P 50949-2001, 'OCT P 50923 96, CanlluH 2.2.2.542 96).

IX

Onenka coorerctBust MCII/IH TpeOoBanusim 6e3onacHoctu [1/10

[TpoBectu 00s3aTenbHYIO cepTU(UKALIMIO (aTTECTAIHIO) 110 TpeOoBaHUAM Oe3omac-
HOCTHU MH(OpMAIIH;

JlexnapupoBaTh COOTBETCTBHE UITH 00SI3aTENBHYIO CEPTUPUKAIUIO (aTTECTAIUIO) TIO
TpeOoBaHUIM O€30MaCHOCTH MHGOPMAIHH (IO PEIICHUIO OTIepaTopa);

MonuTtnka nHdopmaumoHHom 6esonacHocTn. CTpaHuua 30 us 32




[Mpumeuanue: [na UCIIIn 4 knacca nepedeHb MeponpusaTail mo 3amure [1JH onpenensercss B 3aBUCUMOCTH OT yIiepOa KOTOPbI MOXeET OBITh

HAHCCCH B CJICACTBUHU HCCAHKIUOHUPOBAHHOI'O UJIKW HCIIPCAHAMCPCHHOT'O JOCTYyIIa K HI[H

CornacoBaHo:

CeKkpeTapb yueOHOU YacTu Mapkyumenko Mapuna BukropoBHa
3aMECTUTEIb JUPEKTOpa Kapxenkosa Haranbs [letpoBra
3aMECTUTENb JUPEKTOPaA Kynpssuesa Mpuna AnekcanapoBHa

MNonuTtnka nHdopmaumoHHom 6esonacHocTn. CTpaHuua 31 us 32



JIncr o3nakomiienus ¢ Ionurukoi mHpopmannonHoi desonacHocTH

Ne dUO Jo/xHOCTH Hara Moanmucey
n/n
1 | Mapkymenko Mapuna BukropoBHa | cekperapb yueOHOH yacTu
2 | KapxxenkoBa Haranbst [leTpoBHa 3aMECTUTENb JUPEKTOpa
3 | KynpsBuesa Mpuna AsiekcanpoBHa | 3aMECTUTENb TUPEKTOPA

MonutuKka nHdopmaumoHHo 6esonacHocTn. CTpaHuua 32 ns 32




